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Foreword

By Richard Berry, Assistant Chief Constable, Policing Lead for IP Act Capabilities

We live in a rapidly changing digital society where personal data remains vulnerable despite the
introduction of new legislation and the General Data Protection Regulation. Your personal
information is often readily accessible to those who seek to find it, and every tweet, image or post
increases your digital footprint. Ever more capable analysis of internet data is possible, with
increasingly powerful technology, and your identity and details can be used in crimes such as fraud.
But much of this may be preventable. We want everyone to have the opportunity to stay safe and
keep their data safe by taking basic actions.

This book helps; it provides hints, tips and advice for protecting your online data across a range of
social media, platforms, browsers and devices. Please use it and please share it with friends,
family, and those in your workplace. It is often the people you know who put your data online. Please
take time to consider your own protection.

Richard Berry is the National Policing lead for Communications Data, Targeted Interception of
Communications and Interference with Communications Equipment. He is involved with digital innovation and
capability building for policing.

&

E National Police Chiefs’ Council

Important note: This book contains a summary of the comman bady of knowledge with respect to online security for social media, browsers and
smartphones at the time of writing. It is not an operational quide and merely sets out the security options available. Online sites and services change
all the time and readers should consult other sources, or new releases of this document, for updated information. See the disclaimer on the final page
for further information.
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Secure docial Media

POOR SOCIAL MEDIA HABITS CAN BE A MAJIOR RISK TO BOTH
INVESTIGATORS AND VICTIMS OF CRIME. READ THE HACKER
GIRL SERIES AT WWW.TRMG.BIZ FOR MORE INSIGHTS.

Social media tools such as Facebook,
LinkedIn and Twitter have become
increasingly popular over the past
decade.

In parallel, the use of social media by
police officers and policing
organisations, both as a means of
communication and as an
investigative resource, has also
increased dramatically.

However, poor social media practices can lead to security breaches that might
be exploited by criminals. This risk can be offset in large part by the wise
utilisation of the security options provided by social media sites for their
users. Unfortunately, many users are unaware of the scope of these controls
and where to find them.

This section of the guide provides some high level advice about secure social
media practices, as well as details on how you can adjust your security
settings to better protect yourself and your colleagues online.


http://www.trmg.biz/
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Secure Facebook n

Note: all screenshots taken from the Facebook.com site. Mobile apps will have differing features.

General account settings

1 First click here...

Gaensral Account Sattings John Smith
f—
|1 Timeline and Tagging p——
g o Create Page
E Language
[&] Face Recognition P e
@ notifcations — ) Create Group
& Mobile
El Public Posts TR p— NE“‘ GI‘CII..IpS 4
B8 ~pps and Vebsites
(% Business Integrations
3 ads
5 Payments Create Fundraiser
3 Support Inbox
Bl videos
Create Ads

Advertizing on Facebook

1 Activity Log 0+
2 ...then click here... Mews Feed Preferences

i

3

Log Out

* Select the user name that other users will see.
* Assign an email address — not your work email!
* Note; creating a fake account is a breach of Facebook’s T&Cs

o General
" Security and Login

n ‘four Facebook
Information

[ Privacy

}=] Timeline and Tagging
4 @ Location

ﬁ Blocking

* Set ‘Language’ to ‘English US’ to exploit all FB search tools B Language

[&] Face Recognition
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Security and Login: access & edit

1 Click here to access Security ; ;
2 Then click on Edit to access
each setting
©® General Security and Login
fj Security and Login
n “four Facebook Recommended
Information
& Privacy n Choluse fr_let'ld_s to tfontaclt if you get Ioclt:eci .out o ) Edit
Mominate 3 to 5 friends to help if you get locked cut of your account. We recommend this to everyone
=] Timeline and Tagging
@ Locstion
= Elacking Where You're Logped In
E Language
] Face Recognition IEI Wndows PC » London, United Kingdom
Chrome - Active now
Motifications N . .
? L @ iPhone - London, United Kingdom .
B Motk Facebook app - Yesterday at 6:25 AM )
B Public Posts
w See More
n Apps and Websies
T Business Integrations
m Ads Login
E= Payments
2 Support Inbox @ C_I"Ifll'lge pass_word . . PR Edit
t's 3 good ides fo use a strong password that you're not using elsew
B videos
@ Log in with your profile picture Edit
ap or click your profile picture to log in, instead of using a password
Two-Factor Authentication
W Use two-factor authentication Edit
Log in with a code from your phone as well as a password
Authorized Logins View
Feview a list of devices where you won't have o use a login code
& App passwords Add
Use special passwaor r apps instead of using your Facel password or login codes.
Setting Up Extra Security
A Get gle_rts about unrecognized logins ) ) Edit
= Omn= We'll let you know if anyone kegs in from a deviee or browser you don't usually use
n Choose 3 to b friends to contact if you get locked out Edit
“four trusted contscts can send a code and URL from Facebook to help you log back in
Advanced
~ Encrypted notification emails Edit
L] Add extra security to ication emails from Facebook (only you can decrypt these emails)
0 Recover external accounts Edit
Recover access to other sites with your Facebook account
o Seerecent emails from Facebook =
“*  See alist of emails we sent you recently, including emails about security
e ——
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Security: Where you’re logged in

@ Review all sessions that Facebook regards as active.

@ Click to end any active sessions

Where You're Logged In

IEI Windows PC - London, United Kingdom
Chrome - Active now

iPhone & Plus - Londeon, United Kingdom
Facebook app - about an hour ago

Mot You?
M iPhone & Plus - London, United Kingdom
u . £ Log Cut
Messenger - June 9 at 7:52am
lEI Windows PC - London, United Kingdom H
Chrome - June 7 at &:21am :
& Seeless Log Cut OF All Sessions

@ Click here to end all active sessions in one go

[@ Leg in with your profile picture Close

Tap or click your profile picture to log in, instead of using a password

Click here to turn off profile
picture login. It is safer to log
in using your email and

passwo rd_ Remember password

Just click your profile picture 1o log in

Turn off profile picture login
Use email or phone number to log in
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Security and Login: Login alerts

Setting Up Extra Security

A Getalerts about unrecognized logins

’ o ) ) ) Close
On = We'll let you know if anyone logs in from a device or browser you don't usually use

Get an alert when anyone logs into your account from an unrecognized
device or browser.

I Notifications

* Getnotifications
Don't get notifications

= Email

« Email login alerts to
Don't get email alert:

Add another email or mobile number

Get notified if someone else logs into your account from a new device or browser.

Security and Login: Two-factor authentication

()] Use two-factor authentication

Log in with a code from your phone as well as a password Close
YOU have the Option tO use Two-factor authentication is off. SetUp
a mobile number linked to e
your profile to approve D Text Message (SMS) - Add Phaone

logins from browsers or e
devices that have not been

used before. This is a
second layer of security.

Security Keys - Add Key
Use a Universal 2nd Factor (U2F) security key to log in through USB
or NFC

£y

¢f) Code Generator - Disable
You can use Code Generator in your Facebook mobile app to reset

Note that some browser Hour pasewnrt oo genarat logincodas. Saup a i pary app o
settings (e.g. Cookie o ot e

settings or private browser - Usehosocods o vhen you ot v youphone iy,
mode) may prevent you

from activating this w fﬁi?:ﬁiET[.ZTDS.{;:S?;;n,:,,‘l or s o spani
feature. factor authentication (example: Xbox, Spotify) Learn more

D. Authorized Logins - Edit
Review a list of devices where you won't have to use a login code




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

Security and Login: Public Key

Advanced

Encrypted notification emails

) : ) ) - Close
Add exira security to nofification emails from Facebook (only you can decrypt these emails)

™~
|
Your OpenPGP Public Key

Use this public key to encrypt notification emails that Facebook
sends you?

If you wish to share your public key, you can change who can see itin
your profile’s Contact and Basic Info about page.

You can download Facebook's public key here.

If you check this box, you will receive an encrypted verification email to make sure that you
can decrypt notification emails that have been encrypted with this public key. If you are able
to decrypt the email and click the provided link, Facebook will begin encrypting notification
emails that is sends to you, using your public key.

About
Overview
CONTACT INFORMATION
Work and Education Email
Places You've Lived

+ Add a mobile phone

Contact and Basic Infe

If you wish to share your public + Add your address
key, you can change who can Sy anaReRienshes + Add a public key
see it in your main profile page Details About You

in the ‘About’ section WEBSITES AND SOCIAL LINKS

Life Evenis

+ Add a website

+ Add a social link




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

Your Facebook Information

o General Your Facebook Information
3 Security and Login
n Your Facebook N . .
\nformation ‘You can view or download your information and delete your account at any time.
@ Privaey Click here to
N Access Your Infermation View your by category View
=] Timeline and Tagging Y
Location " . atinn tn kaen or i tranafer ta another sanvica GCCESS OUI'
Download Your Information Download a copy of your information to keep, or fo transfer to another service View
Blockin i f
O gesins » . _ information
m Language Activity Log View and manage your information and some settings View
[E] Face Recognition
Managing Your Information Learn more about how you can manage your information View
e Netifications Delete Your Account and Permanently delete your Facebook account and information View
[ wobile Information
Public Posts

Your Information @ Ex=pand al @

Photos and Videos

Click ‘Download Your
Comments Likes and Reactions

Information’ to get the
full list of what you have
shared on Facebook

Friends

he people you are connected to on Facebook

Messages Groups

Events Profile Information
i nits and a list of the \ Vo i

Pages . 6 Marketplace . @

Pages you are the admin of

Your activity on Marketplace

Ssvedtiems Click on each item to review
' your footprints

Facebook categorizes
your information by type,
So you can easily find
what you're looking for.
Review each item
carefully and delete as
needed.

Expand al




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

Privacy: Settings and Tools

@ Make sure that only your friends can see what you have posted.

@ Choose who can see your friends list. We recommended the ‘only me’ option.

Privacy Settings and Tools

Your Activity Who can see your future posts? Friends Edit
Review all your posts and things you're tagged in Use Aclivity Log
Limit the audience for you've shared with Limit Past Posts
friends of friends or Pu

How People Find and Contact 'Who can send you friend requests? Everyone Edit

You
Who can see your friends list? Only me Edit

Remember, your friends control who can see their
friendships on their own Timelines. If people can see
your friendship on another timeline, they'll be able o see
tin Mews Feed ch and other places on Facebook

f you set this to Only me, only you will be able fo see
your full fiends list on your fimeline. Other people will
see only mutual friends

Nho can look you up using the email address you Friends Edit

ed?

an look you up using the phone number you Friends Edit

search engines outside of Facebook No Edit

@ Limit who can search for

you.
@ Do not allow

©° General Face Recognition Settings Facebook to
I Security and Login
n Your Facebook

To recognize whether you're in a photo or video our system compares it with your profile picture, and photos and videos that you're recogn 1ze
tagged in. This lets us know when you're in other photos and videos so we can create better experiences. Learn more.

Information .
I your face in
B Privacy Face Recognition Do you want Facebook to be able o recognize you ~ No Edit
{=] Timeline and Tagging potos and videos? any phOtO or
Locatn video shared
Blocking
B2 Language on the

m Face Recognition

platform.
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Timeline and Tagging

@ Make sure that only you can add posts. Approve posts friends tag you in.

®

Timeline and Tagging Settings

Timeline Who can post on your timeline? Friends Edit
Who can see what others post on your timeline? Only me Edit

'\

~.

Tagging Who can see posts you're tagged in on your Only me Edit E 3

timeling? c

I =

. . ) x4 >

When you're d in a post, who do you want to Only me Edit 3 Q

add to the audience of the post if th i already )

see it? = 9

S S

0 un

Review Review posts you're tagged in before the post On Edit %

appears on your timeling
Review what other people see on your timeline View As

Review tags people add to your posts before the On Edit
tags appear on Facebook?

@ Review and manage tags posted by others that mention you.

Location

o Ceneral Location Settings
{1 Security and Login

B3 Your Facebook

Infarmation You can change your Location Settings in the app on your device. If you don't have the app installed, locations

cannot be received from the device.

Privacy

|71 Timeline and Tagging
Location History

@ Location
e Blocking Your Location History is off
E Language Facebook builds a history of precise locations received through Location Services on your device .\N. View your location history

Only you can see this information and you can delete i g your location histery. Learn

.| Face Recognition
[L] 9 More.

View your location history and delete information if needed.
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Facebook Information: Delete your account

#* Geners| Your Facebook Information

I Security and Login

'I Your Facebook . . ) .
Information You can view or download your informafion and delete your account at any time.

[B Privacy
I~ Timeline and Tagging Access Your Information iew your information by categony e
@ Lesston Download Your Information Download a copy of your information to keep, or fo fransfer to another service iewr
@ EBiock ng
E Lznguags Activity Log \iew and manage your information and some settings iew

|.'L. Face Recognition

Managing Your Information Lesam i

e Metifications Delete Your Account and Pemanently delete your Facebook account and informnation Wiew
® Mobile Information

n Public: Posis

To deactivate your account click
‘View’

Delete My Account

If you do not think you will use Facebook again and would like your account deleted, we can take
care of this for you. Keep in mind that you will not be able to reactivate your account or retrieve
any of the content or information you have added.

If you would still like your account deleted, click "Delete My Account”.

Learn more about account deletion Delete My Account JeT 1|

Click to delete your account if you
need to do so.

The deletion process begins 14 days after you submit your request. During this time, your
account is in a deactivated state and you can choose to cancel your account deletion.

Never leave an unwanted and unused account lying dormant. If it is hacked and misused, you
might not notice the fact. Such misuse could continue for years in some cases.
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NECUrE
Instagram

Privacy & settings

Click here to check who
follows you

N\

Click here to enter Settings
options

+2

/

0N

ee0c0 yodafone UK 4G

12:40
231 5,603
posts followers
Edit Profile

Q &

following

@ 23% 0 )
D

94

/
0

Edit your
profile here

N

Add friends here by

searching for their username

Check your profile here
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Account: Posts You’ve Liked

Posts you've liked

Follow pecple

[ Facebook Friends

B Contacts

Account

Password

Payments

Review all the posts you have recently
liked and comment on. You can delete
this information at any time.

Posts you've liked

Search histary

Mobile data use

Language

o Q ® O &

-l(rudﬂml:UH & 0;‘ . e 5o . .
Search history
E Check your search history and delete if needed.
g— Clear Search History
Click on ‘clear ] Are you sure?
. search history’
data tab and you
will see this pop up :
window. Cancel Yes, I'm sure
. Choose the ‘Yes, | am sure’ option to delete
your data from the app.
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Privacy and Security: Account Privacy

! vodafone UK 4G 10:38

< Options

Privacy and security

@ 69% @l ) .
Click on ‘Account Privacy’

Account privacy

Blocked accounts

Activity status

Saved login information
Resharing to stories
Story controls

Comment controls
Photos of you

Linked accounts

Account data

Two-factor authentication

Data download

Switch on ‘Private Account’ mode to make your
account more secure.

Off /
Private account 0

When your account is private, only people you approve can
see your photos and videos on Instagram. Your existing
followers won't be affected. Learn More.

. Your account will look like the
example below

N Q (#
—

//

ang112

48 94 93

posts followers following

This account is private
Follow this account to see their photos and videos.
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Privacy and Security: Activity Status

i ivedatone UK 4G 10:38 @ Gut

< Options

Activity status

Accaunt privacy

Blocked accounts

Activity status

ST Do not allow others to see when you were last active. Note that
Restaring o sors when it is turned off, you won’t be able to see the activity status of
stry coneos other accounts.

Comment controls

Photos of you
Uinked ccounts Show activity status
Account data

Twa-factor authentication

Data download

m G € < 2

Saved login information

Account privacy

Blocked accounts

Activity status

Saved lagin information

Resharing 1o stories

Story controls

Do not save your login information. It is more secure to enter
your password each time you log in.

Comment controls
Photos of you

Linked accounts

Accaunt data
Twa-factor authentication
Data download

m G € < 2

Save login information

We'll remember your account information for you on this device.
You won't need to enter it when you log in again.
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Privacy and Security: Stories

ol vedafone UK 4G 10:38

< Options
Privacy and security

Account privacy

Blocked accounts

Activity status

Saved Iﬂ\.n mforma_‘unn

@ 69% ([

Click on ‘Resharing to stories’

ﬂ Resharing to stories

Story controls

Comment controls
Photos of you

Linked accounts

Account data

Two-factor authentication

Data download

(R Q

vl

Do not allow others to use
your posts in their stories.
Switch the tab off.

T~

Allow resharing to stories

will always appear with your post.

T

Other people can add your posts to their stories. Your username

Story controls

You can add users that you
want to hide your story from

Choose who can reply to your
story

Switch off the option to share
your stories

a1ll vodafone UK 4G 12:32 @ 64% wm )

4 Story controls

Hide story from 0 people

4

MTGE YOUT STy ala Ve MHeoS TTONTSPECTTC DEORIE

Allow message replies

Everyone

People you follow

Off

Choose who can reply to your story.

Allow sharing

Saving

Save to camera roll

Save to archive

ve so that you
you will be able to see
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Privacy and Security: Comment Controls

Comment controls

< Comment controls

Comment controls

Allow Comments from Everyone

Choose who can comment on
your posts. You can also block

R comments from specific persons.

Block Comments from

Automatic filter

Switch on this option to
automatically hide offensive
comments from your shared
posts

Manual filter

Enable keyword filters

!l vodafone UK 4G 10:41 @ 68% @M )

Hide offensive comments O

< Options

Photos of you

Privacy and security

Accaunt privacy

Blocked accounts

Activity status

Saved lagin information
Resharing 1o stories
Story controls

Comment conlrols

Photos of you

Linked accounts.

Account data

Twa-factor authentication

Data download

m G € < 2

Choosing the option ‘Add Manually’ you can
review whether you have been tagged in
other people’s post.

eeco0 yodafone UK 4G 12:41 @ 23% 0 )

4 Photos of you

PHOTOS OF YOU

Choose how you want photos of you added to your profile
Add Automatically

Add Manually

Hide Photos

Learn more about Photos of You
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Privacy and Security: Linked Account

Linked accounts

wiivedafone UK 4t 10:38 G -
< Options .
) ) seccoyodafone UK 4G 12:42 @ 22% 0
Privacy and security
Account privacy < Share Settings
Blocked accaunts E3 Facebook
: qz 7
Click on ‘Linked Accounts
Saved login information W Twitter
Resharing 1o stories o t Tumbir
Story controls
Comment contros © FREE
Photos of you B Ameba
Linked accounts
Account data I' k h @ =vvq
Do not link any other accounts n
Two-factor authenticati .
w-factor authentication tO your Instagram proflle_ N VKontakte
Data download
a a ® 0 e % OKru

i ivedatone UK 4G 10:38 @ Gut

¢ Options !l vodafone UK 4G 10:42 @ 68% wm )

Privacy and security Data download 4 Download your data

Accaunt privacy

Blacked accounts
Activity status

Saved lagin information

Resharing 10 stories otf
Stary controls

Comment controls

Photos of you

Get a copy of what you've shared
on Instagram

Linked accounts

Account data

Two-factor authentication

Data download o . . . ) i
1@ coumios We'll email you a link to a file with your photos, comments,

profile information and more. It may take to 48 hours to
collect this data and send it to you.

[ [ [E O

address, you can request a copy

of your shared data.
i e o &
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Privacy and Security: Contacts syncing

il vodafone UK 4G 10:42 @ 66%
Opti . .
< prions Click on “Contacts syncing’
Blocked accounts
Activity status
Saved login information . SWitCh Off the lconnect
Resharing to stories Off ContaCtS' tab tO CIVOid
story controls synchronising and storing
your contacts on the server.

Comment controls
Photos of you eec00 vodafone UK 4G 12:42 @ 22% WM
Linked accounts

¢ Contacts
Account data
Two-factor authentication
Data download

Connect contacts
Contacts syncing
Privacy and security help e connect on Instagram, you can ct

z cally 1ced and stored on our s
) Q < £ which contacts to follow. Disconnect at any tir
stop syncing. Learn More.

Support: Report a prob

lem

wil vodafone UK 4G 12:32 @ 64% )
'Y Options
Support
Help Centre
Report a problem

Report a Problem

Spam or Abuse

Something Isn't Working

You can report any spam, abuse, other
problems, or general feedback at any time.

General Feedback

Cancel
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Secure LinkedIn

Note: all screenshots taken from the LinkedIn.com site. Mobile apps will have differing features.

Privacy & settings

@ First hover your mouse here... //i

= &5 g ]  ToPremum
earc -
Home My Network Jobs Messaging  Notifications Learning for Free Work~

Share an article, photo, video oridea

View profile

-~ ~, ~,
[ Ewriteanarticle ) @ Image |( o

ACCOUNT
nternet I Settings & Privacy

S e

Cer Groun | Acut Help Center
32 Language
= < *I"TPC'F'PD":J_" ity has arisen © join I-“-FC as the I—ea.c e
of Cricket’ The holder of this role will be responsit
delivery of the security operation. Posts & Activity
n Job postings

,,o MARY | som
e CRICKET CLL

@ Then click here... \i
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Account: Access & edit

Set a strong password

Edit your email address - no work email

Avoid using a phone number

Account Privacy Ads

I Login and security

Login and security

Site preferences

Email addresses
Subscriptions and payments .
Add or remove email addresses on your account

Partners and services
Phone numbers

Account management . . -
Add a phone number in case you have trouble signing in

Change password
Cheoose a unique password to protect your account
Where you’re signed in

See your active sessions, and sign out if you'd like

Two-step verification

Activate this feature for enhanced account security

Communications

Account: Active sessions

Account Pr

Where you're signed in

See your active sessions, and sign out if you'd like
@ You’re currently signed in to 5 sessions.

into LinkedIn ri

also sig
e Permitted services sett

Review all sessions

that LinkedIn
regards as current.

Click to end any
active sessions

Camden, Camden, United Kingdom
Approximate location)

Chrome on Windows 10

IP Address:
90.255.55.43

IP Address Owner:
Dynamic Ip Addresses
Other active sessions (4) Sign out of all these sessions
Last accessed Details

1month ago

Signout  Details

our password to end this session

2 months ago
(Approxim

Lhremeson { Forgot password

Seeall




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

Account: Profile photo & visibility

Account Privacy Ads Communications
. . Showing profile photos
Login and security EP P Close
Choose whether to show or hide profile photos of other members Connections
Site preferences
Select whose photos you would like to see.
I Subscriptions and payments
Your connections -

Partners and services

Account management

Restrict who can see your photo by selecting 'Your connections’

Account: View purchase history

Account Privacy Ads Communic

View purchase history Change
Login and security

See your previous purchases and transactions on Linkedin
Site preferences
Subscriptions and payments

| Partners and services

Account management

Purchase History
Your purchases for:  Last 3 months =

You have no purchases during this timespan.

Check your purchase history regularly. You can always contact LinkedIn support to deal
with any unwanted transaction.
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Account: View your applications

Account Privacy Ads Communications

Login and security ~ PR : - P,
' : Subscriptions and payments
Site preferences
Try Premium for free Change
| Subscriptions and payments i
Unlock the power of Linkedin
Partners and services
View purchase history

Account management ] ] .
=S See your previous purchases and transactions on Linkedin

@ In the 'Account’ ‘Partner and Services' section,
you can view the apps you have authorised.

@ You will see a list of the external apps that currently have permission to access your
LinkedIn account. These apps can see your feed, your connections and your contact
details.

Permitted Services

©

View services you've authorized and manage data sharing 5 connecte

These are the services to which you have granted access to your LinkedIn
profile and network data. If you remove that access here, they will no longer
be able to access your LinkedIn data. To re-enable them in the future, go to SeIeCt those
the service and grant access again. )
, apps you did
Services you've added .
not authorize
_ or wish to
business Remove
block and
then click
LinkedIn Help Center - Customer Portal Remove ‘Remove’.
Linkedin Mobile Remove
Rapportive Remove “

SlideShare Remove
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Privacy: Edit your public profile

Account Privacy Ads Communications

Go to Privacy and

: choose the Edit
your public profile
tab.

Powothersseeyourproficand ey oythiers see your profile and network information

network information

How others see your Linkedin Edit your public profile
activity N

How Linkedin uses your data

Job seeking preferences Who can see your email address

. Choose who can see your email address on your profile
Blocking and hiding

Who can see your connections

Choose who can see your list of connections

Viewers of this profile also viewed

Choose whether or not this e your profile

Who can see your last name

Choose how you want your name to appear

Representing your organization and interests

content about your employers or other
an interest in

Profile visibility off LinkedIn

Choose how your profile appears via partners’ and other permitted s

Microsoft Word

din profile can =

John Smith 500+ Your public profile URL

e adn comvny Johin Smith

Customize Your Public Profile

Hide access to your
profile by selecting
‘Make my public
profile visible to no

7

one
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Privacy: How others see your profile

@ Account Privacy Ads Communications

[ owothersseeyourprofleand — Hoy others see your profile and network information
To prevent your
p i y How others see your LinkedIn Edit your public profile Change

connections activity Choose how your profile appears to non-logged in members via search
viewing yourfull How LinkedIn uses your data engines or permitied services

Job seeking preferences Who can see your email address
IISt Of Con taCtS, ) L Choose who can see your email address on your profile

Blocking and hiding
select ’Only you’ Who can see your connections hange

Choose whe can see your list of connections On

Viewers of this profile also viewed Change

Choose whether or not this feature appears when people v

Who can see your last name
Choose how you want your name to appear

Representing your organization

Choose if we can show your profile information on your employer’s pages

Profile visibility off LinkedIn

Choose how your profile appears via partners’ and other permitted services

Based on your role

choose eijther 'Yes' Microsoft Word -
or 'No' to Sharing e et g mpretiecer

your profile edits.

Privacy: Profile viewing options

Account Privacy Ads Communications

X Profile VieWIng oplians
How others see your profile a

network information - : - NOTE: IfyOU

ot e yur e ' e select this
How Linkedin uses your data - .- o Option/ yOU
Job seeking preferences “ will not see
Blocking and hiding et o e et aeer s the details
B of anyone
who views
" your profile.

Select the 3 option to be totally anonymous,
then click ‘Save changes’.
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Privacy: Manage active status

Account Privacy Ads Communications

Manage active status Close

How others see your profile and

. . Choose who can see when you are on Linkedin
network information :

How others see your Linkedin Your Connections only
activity Only your st ne

. All LinkedIn members
| How Linkedin uses your data _ '

Job seeking preferences o Mo one

Blocking and hiding

With its new layout, LinkedIn has introduced a messaging window. By default you are
automatically online each time you log in. In order to choose who can see when you are on
LinkedIn click ‘no one’ to stay ‘invisible/offline” .

Account Privacy Ads Communications

How others see your profile and H(D“\.-‘h‘.," L‘ nked | nusas yOU r data

network information

Apply your

How others see your LinkedIn Manage your data and activity Change Settings as
activity Review the data that you've provided, and make changes if you'd like .
, shown in the
| How Linkedin uses your data
Download your data o
Job seeking preferences Download an archive of your account data, posts, connections, and more Image'

Blocking and hiding

Manage who can discover your profile from your email
address

Choose the
‘Nobody'

Choose who can discoveryour profile if they have your email address

Manage who can discover your profile from your phone

number o Option to
Choose who can discover your profile if they have your phone number manage Who
Syne contacts Change can discover
M sync contacts to connect with people you know directly from your .

ok your profile
Sync calendar Change from your
Manage or sync calendar to get timely updates about who you'll be meeting o
rmeru email address
Salary data on LinkedIn Change and phone
See and delete your salary data number'
Search history
Clear all previous searches performed on Linkedin

Social, economic and workplace research

ome of your data available to trusted services
ch
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Privacy: Manage your data and activity

Account Privacy Ads Communications

) Manage your data and activity Close
How others see your profile and

datathat

e provided, and mak

network information

How others see your LinkedIn June 18, 2018

activity We u;.ndated our Terms of Service ~
| How Linkedin uses your data
Job seeking preferences \fi’e upa;ted our Terms of Service ~
Blocking and hiding
Your |-Jrof}le was shared with a company ~
Check your profile activity April 25, 2015
here REViBW the data you You removed an email address e
have shared and make arch 12,2014
. You joined LinkedIn ~
changes if needed.
1

Account Privacy Ads Communications

How others see your profile and HOV\/ L| n ked | n uses yOU r d ata

network information

How others see your LinkedIn Download your data Close

activity Download an archive of your account data, posts, connections, and more

Your LinkedIn data belongs to you, and you can download an archive any
time. You can learn more about what data you can export by visiting our Help
Center.

I How LinkedIn uses your data

Job seeking preferences

Blocking and hiding The works: All of the individual files plus more. Learn more

Pick and choose: Select the data files you're most interested in. Learn more

Articles Connections

Imported Contacts Messages

nvitations rofile

sen el Backup your data

Recommendations Registration regular/y’ us’ng the

e tedin ‘download your data’
feature.
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Ads: Data privacy and advertising

Account

General advertising preferences
| Data collected on Linkedin

Third party data

Privacy Ads

Data collected on LinkedIn

Interest categories

See more relevant promoted jobs and ads based on your and similar
members’ activities on Linkedin

Connections

See more relevant promoted jobs and ads based on your connections

Location

See mare relevant promoted jobs and ads based on your postal cade or city

Demographics
See more relevant promoted jobs and ads based on your demographics

Companies you follow

See maore relevant promoted jobs and ads based on companies you follow

Groups

See mare relevant promoted jobs and ads based on groups you joined

Education

See more relevant promoted jobs and ads based on your education

Job information

See more relevant promoted jobs and ads based on your job information

Employer

See mare relevant promoted jobs and ads based on your company
infarmation

Third party data

Interactions with businesses

See maore relevant promoted jobs and ads based on information or consent
given to businesses

Ad-related actions

See more relevant promoted jobs and ads based on actions you tock on ads

Communications

image.

data with LinkedIn.

Apply your settings as shown in the above

Choose the 'No' option for sharing your

DO NOT DATA SHARE
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Account: Closing your account

Account

Login and security
Site preferences
Subscriptions and payments

Partners and services

| Account management

Privacy A

Account management

Merging LinkedIn accounts

Transfer connections from a duplicate account, then close it

Closing your LinkedIn account

Learn about your options, and close your account if you wish

ds Communications

Change

Change

misused.

Always close your account when it is no longer
needed. This prevents it from being hacked and

ONLY WHEN NO

LONGER NEEDED
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Secure Twitter

Note: all screenshots taken from the Twitter.com site. Twitter mobile apps will have differing features

To access Settings

1 First click here...

Tl Home [ Moments [l Notifications  [~] Messages Search Twitter

2 Profile
Lists
Moments
Tweets Following Lists Moments ~
0 9 0 0 [7] Twitter Ads Edit profile
2 ": e I Analytics I
TESY i Tweets Tweets & replies iz all
™ Kd Settings and privacy
v 10 jon Books
John $mith Author L J Help Cantre n @sw..
@doho_Smith You haven't Tweeted yet.
257 721 Keyboard shortcuts
on Boaks
Log out nuchk...
Night mode &

PR Find people you know

2 Then click here...

Unless you restrict your posts, Twitter is a broadcast medium; once you Tweet it you’ve set it free
for the whole wide world to see!
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Account settings

1  vou can edit the user name visible to other users
2 Do not use a work email address. Edit as necessary.
—
Account
Account N Username || js12345q
Privacy and safety >
Email js 1234q@gmail com
Password >
Email will not be publicly displayed. Learn more.
Mobile >
Email notifications > Language English M
Notificztions > Time zone  (GMT+03:00) Athens M
Web notifications >
Find friends > Security
Muted accounts > Login verification
Muted words > After you log in, Twitter will ask you for additional infdsmation to confirm
your identity and protect your account from being comprotised.
Blocked accounts >
Password reset [ Require personal information to reset your password
Apps ’ verification  For added security, this requires you to confirm your email or phone numbar
Widgets 3y while resetting your password.
Your Twitter data >
Accessibility >
3 Make sure that others cannot easily change your 4 Optionally, you can use
password and take over your account. a mobile number to
validate each login.
Only use a number you
KNOW you will have
* Note: using the Twitter App on a mobile device might expose access to over the life
you to being geo-located if your geo-location settings are left on, of the Twitter account!
or turned back on later.
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Privacy and Safety

Privacy

Optional

Twreet privacy I Protect my Tweets i

If selected, only those you approve will receive your Tweets. Your future
Twests will not be available publicly. Twests posted previoushy may still be
publicly visible in some places. Leam mare.

Tweet location | [ Add a location to my Tweets |

When you tweet with a location, Twitter stores that location. You can switch
location on/off before esch Tweet. Leam more

off

‘ Delete location information Click this

This will delete location labels you have added to your Tweets. This may take
up to 30 minutes.

@ Photo tagging  © Allow anyone to tag me in photos
o Only allow people | follow to tag me in photos
® Do not allow anyone to tag me in photos /‘ off
Apply the
Privacy Discoverabilty | [ Let others find me by my email address
SettingS as This setting will take effect once you add an email address. Add now
shown... [ Let others find me by my phone number
1 This setting will take effect once you add & phone number. Add now

Learn more about how this dats is used to connect you with people.

| | .
Address book Manage your contacts | | Review

Contacts that you've uploeded to Twitter from your address book.

Review

Personalisation and | OFf Edit |
Data Control how Twitter personalises content and collects and shares certain data.

Twitter for teams @ Allow anyone to add me to their team
2 Only allow people | follow to add me to their team
2 Do not allow anycne to add me to their team

Off Organisations can invite amyone to Tweet from their account using the teams
festure in TweetDeck. Learn more.

Direct Messages = || Receive Direct Messages from anyone

If selected, you will be able to recanve messages from any Twitter user even if
you do not follow them.

Send/Receive read receipts

‘When someone sends you & message, people in the conversation will know
when you have seen it. If you tum off this setting, you will not be able to ses
read receipts from other people. Learn mare
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Privacy and Safety

Choose the preferred option
Safety
Search [ Hide sensitive content
This prevents Tweets with potentially sensitive content from displaying in your
search results. Learn more
l# Remove blocked and muted accounts
Use this to eliminate search results from accounts you've blocked or muted.
Learn more
Tweet media [ Display media that may contain sensitive content
[l Mark media you Tweet as containing material that may be
sensitive

Password management

1 Now click here... 2 Choose a strong password* & change it frequently.
jfeount > Password
Privacy and safety » Change your password or recover your current one.
Password >
. Associate your mobile phone with your Twitter account for enhanced security .
lobile > Learn mare.

= i ki ;

Password advice from the National Cyber Security Centre

A good way to create a strong and memorable password is to use three random words.
Numbers and symbols can still be used if needed, for example 3redhousemonkeys27!. Be
creative and use words memorable to you, so that people can’t guess your password.
Your social media accounts can give away vital clues about yourself so don’t use words
such as your child’s name or favourite sports team which are easy for people to guess.
Cyber criminals are very smart and know many of the simple substitutions we use such as
‘Pa55word!” which utilises symbols to replace letters. Never use the following personal
details for your password: current partner’s name, child’s name, other family members’
name, pet’s name, place of birth, favourite holiday, something related to your favourite
sports team.
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Email Notifications

Account

Privacy and safety
Password

Mobile

Email notific ations

Modific ations

WOOOW LW R N N N

Web notifications %

You can opt to
receive alerts about
all retweets,
mentions, follows,
etc.
(recommended).

You can opt to
receive alerts about
Twitter updates,
suggestions, tips
etc. (not
recommended).

* The ‘Web notifications’ page
provides similar options, but with
fewer choices.

Email notifications
Control when and how often Twitter sends emails to you. Leam more.

Email is enabled.

Activity related to you and your Tweets

Email me when B | have new notifications. Learn mare,
# I'm sent a direct message
# Someone emails 3 Tweet to me

Activity from your network

Email me with Top Tweets and Stories

sent periodicallv ¥

Updates about the performance of my Tweets

Updates from Twitter

Email me with [ News about Twitter product and feature updates
Tips on getting more out of Twitter
) Things | missed since | last logged into Twitter

MNews about Twitter on partner products and other third party
services

[ Participation in Twitter research surveys
Suggestions for recommended accounts

[ Suggestions based on my recent follows
Tips an Twitter business products

<~ - ﬂ'\.
{ |
\ urm o A
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Notifications and Muted Words

Account pr :
’ Notifications
Privacy and safety >
Bassword 3> Mute notifications  [[] You don't follow
from people: ] Who have a default profile photo

Mobile > - ) . .

[ Who haven't confirmed their e-mail
Email notific ations > | Who havent confirmed their phone

| Notifications > Learn more about notification filters
| Web notifications » Advanced: ¢ Quality filter

Improves the quality of the Tweets you'll see. Learn more

See who you've muted or blocked.

Mute specific words from your nofifications and timeline.
Click here to add
muted words

Words you're muting
CIICk IAdd’ button tO When you mute words, you won't see them in your notifications or timeline. Learn more.
e e [
your muted words
You aren't muting any words.

Edit muted word X

Choose any word you wish to mute i R
and add it to the list. You can choose more o
specific time ranges and places from
which you wish to mute words.

Mute from

[# Home timeline
@ Notifications
) From anyone

@ From people you don't follow

Account

Words you're muting For how long?

Privacy and safety

‘When you mute words, you won't see them in your notifications or timeline. Learn more_ @ Forever

O 7 days
discount Forever ‘ Vs |

Password
Cards and delivery

Order histary © 30 days

Mobile
Email notifications

Notifications

You can also access and
edit muted words in
‘Muted Words’ section

Web notifications
Find your friends
Muted accounts

Muted words
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Blocked accounts

You can export a list of blocked
Account > . .
1 accounts, or import a list of
Privacy and safety > those you want to block.
1 1
1 1
Blocked accounts » ||| Accounts you're blocking
You've blocked these accounts. You will not see their Tweets in your timelige. Additionally,
Apps 5 blocked accounts cannot follow you or view your profile while logged in to Tiitter. Learn
more about blocking
WldgEtS > All / Imported Advanced options =
Export your list
. Silly Man 1 oo 4 et
@sillymanl mpart a s
You can also unblock a ot
2 blocked account, or . silly Man 2 £% | Blocked
9 9 @sillyman2
report it to Twitter. ="
Unblock
. SiIIy Man 3 Blocked
l I @sillyman3 Report

Manage your Apps

Design >
Revoke the access of
Apps >
1 any unwanted or
Widgets > unknown Apps.
Your Twitter data >
If you believe that Applications
A P These are the apps that can access your Twitter account. Learn Wore
e l_)p v You will need to generate a temporary password to log in to your Twiter account on other
obtained access devices and apps. Learn more
2 without your
. Cloze by Cloze Inc Undo Revoke Access
consent, you can . Relationship Management, Inbox, and Contacts in
report it to One App
. Permissions: read, write, and direct messages
Twitter... Approved: Friday, December 13, 2013 at 3.59.57 Al Report application
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Twitter Data

| Widgets

Your Twitter data

1

Check your Twitter
history. If you spot
anything that seriously
concerns you, consider
changing your
password or even
deleting your account.

You can download and
backup your entire
Tweet history for
evidential purposes.

Your Twitter data

A snapshot of your account information

Account history

Account creation Sep 18, 2011 at 6:58 AM
Username @js12345 Eait

Email js12345@hotmail.com Edit
Phone +123456789000 coit

Activation date: Aug 11, 2013
Country: United Kingdom
Carrier: vodafone_uk

Device history

These are the devices you have used to access your Twitter account.

Phones D

Twitter for iPhone
Activated on May 19, 2015

Login history

If you see any suspicious activity from an app, go to the 4pps tab to revoke its access. In some cases
the IP location may differ from your physical location. Learn more

APP DATE & TIME IP LOCATION

Twitter.com Aug 14, 2015 81.156.37.108
12:52 PM United Kingdom

Twitter for iPhone Aug 11, 2015 81.156.37.108
7256 PM United Kingdom

Twitter.com Aug 6, 2015 217.195.248 66
1:44 PM MNetherlands

Other data

Contacts Manage the contacts imported from your

address book.

Twitter Archive Download your entire Tweet history.

Connected apps Review the apps that you have given access to
your Twitter account.

Muted accounts Review the accounts you've muted.

Blocked accounts Review the accounts you've blocked.
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Deactivation

Account > | Account
Privacy and safety >
Usemame Available!
Password % Js12345q
hitpstwitter.com/fjs12345q
Mobile >
Email Available!
Email notific ations > js1234q@gmail.com
Mofific ations } Email will not be publicly displayed. Learn more.
Web notific ations } Check your email (megrantsblog@gmail.com) to confirm.
Resend confirmation
Language English UK - British English A
Interested in helping translate Twitter? Check outthe Translation Centre.
Time zone (GMT-07:00) Pacific Time (US ¥
Content
Country United Kingdom ¥
Select your country. This setting is saved to this browser.
Video Tweets [« Video autoplay
Videos will automatically play in timelines across the Twitter website.
Regardless of your video autoplay sefting, video, GIFs, and Vines will always
autoplay in Moments. Learn more.
1 Timeline  |# Show me the best Tweets first
Tweets you are likely to care about most will show up first in your timeline.
Learn more.
Click the ‘Account’
q Your Twitter archive i
section and carefully Request your archive
read the text on the You can request a file containing your information, starting with your first
page that appears. Tweet. Alink will be emailed to you when the file is ready to be downloaded.
o Save changes
At the time of
writing, deactivated
accounts remain in Deactivate my account
suspense for 30 days
before Twitter
permanently deletes
them.
DO NOT CLICK UNLESS
SURE!
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secure boogle+

Note: all screenshots taken from the Google.com site. Mobile apps may have differing features.

Google+ ‘Settings’

Note: This guide only covers Google+. Gmail has its own settings area. Please see the separate
Gmail guide for pointers on securing your Google email account.

0 = Google+ Home Q
Click on Settings PO P
© Discover
& communities
6B rrofle
a5 People

A Notifications

General Settings

General Restrict who can send

Who can send you notifications? (% Your circles 1 you notifications;

LEARN MORE ‘Your circles’ or ‘Only

Who can comment on your public posts? & Only you yOU’.

LEARN MORE

Who can see your '+1s on posts’ activity? [31 only you

LEARN MORE Restrict who can

Keep track of your +1s, posts, comments and mere in your Activity log comment on your
posts and see your

posts’ activity.
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Photos and Videos Sharing

Photos and Videos Shared on Google+
Show locations by default when you share Google+ albums
LEARMN MORE

Allow viewers to download my photos and videos shared on Google+

Don't feature my publicly shared Google+ photos as background images on Google
products and services
| EARN MORE

Restrict your location settings of the photos you are sharing.

Do not allow anyone to download your photos shared n Google Plus.

Do not agree to featuring your private photos on google products and services

Profile

Profile
Show your Google+ Communities posts on your profile LEARN MORE

Help others discover my profile in search results. LEARN MORE
Who can see the 'People in your circles’ section on your profile? Only you

Show people who have added you to circles

N

Adjust your security settings as shown above.

N
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Notifications

Choose how you would like to receive notifications. Optionally, you can also
switch off notifications on your web browser.

Notifications
Get Google+ push notifications on your web browser
Email:

Occasional updates about Google+ activity and friend suggestions
Highlights from the communities and collections that you subscribe to

Posts
People
Photos
Events
Communities
Polls
Collections
Phone:

Occasional updates about Google+ activity and friend suggestions

Highlights from the communities and collections that you subscribe 1o

Posts

People
Photos
Events
Communities
Polls
Collections

Notification Delivery

Deliver notifications to:
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Location Settings

Location Sharing

Share your real-time location with people you choose. LEARN MORE

MANAGE LOCATION SHARING

Click here to manage your
location settings.

Click here to access your location history and delete all unnecessary shared

locations.

Location sharing

Location Sharing lets you share your real-time location from your devices (using Location History) @
with people you choose.

‘Q You aren't sharing your real-time location with anyone on Google.

Y¥ou can start sharing your location with others from your mobile device. Learn more
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Privacy Settings

Click here to clear Google+
search history

Privacy

Your search history helps you find what yo

CLEAR GOOGLE+ SEARCH HISTORY

Your Google+ experience is customised to make the product more useful to you.

MANAGE WEB & APP ACTIVITY

Manage Google+ search history and activity across other Google apps.

MANAGE GOOGLE ACTIVITY

looking for faster through auto-complete.

Clear search history?

Your past searches won't be shown when you search
for stuff.

CANCEL CLEAR

\
Click ‘clear’ to
confirm.
Disable Google
Account —
DELETE YOUR GOOGLE+ PROFILE

Click to delete your Google+
profile. Note that previously
indexed search engine
results will not be deleted.
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Secure Meetup

To access Settings

Create aMestup  Invite  Get the app MJRIUF 3 3 .

First click

Maida Vale Tennis

— Morihes U3 Londen Bok Srup here...
GLOBEX LOMDON . LANGUAGE EXCHANGE Al Wostups see all your groups
GLOBEX LONDON - English / International Language My Meetups & suggestions
Exchangs S

TUESDAY, JUNE 13

NEW TO THE UK (LONDON) *MEET NEW FRIENDS
Conversation Mastery=Create Deep Connections with
people.Sold Out

MAIDA VALE TERS
Fres Tennis Westway Sports Centre (indoor court)

o Export to

WEDNESDAY, JUNE 18

MAIDA VALE TENNIS
Free Tennis Maida Vale

@G .

Group fitness in Queen's Park! Profile Then click here...
Ladies West London Cocktails and z .
Booktales

Log out

Maida Vale and NW London
Connection

Maida Vale Tennis

Martha's NW3 London Book Group
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Account settings

. u You can edit the user name visible to other users.

Do not use a work email address. Edit as necessary.

General
Name: edit
No
User ID: edit
Privac
Sooral M Email edit
o0cial viedla address:

Password:  (Hidden) edit

Location: London, United Kingdom edit

Hometown: Not entered edit

Manage photos

Language: English edit
Birthday: set birthday
Gender: Female edit

Bio:

Your interests

Add interests so we can recommend the best Meetups for you.

Creativity Cultural Activities Museum

Book Club Books and Drinks Coffee

Eating, Drinking, Talking, Laughi... Tea Appreciation Wine

International Friends Language & Culture Language Exchange

. Make sure that you do not give away too many unnecessary details , such as
your hometown or birthday.
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Email Notifications

You can either turn off your email notifications or choose which ones to receive.

You can switch off your
email notifications here.

General
Email Updates I

Mobile
Notifications

Privacy
Social Media

Organizer

Subscription

Payment
Methods

Payments made

Apps

Email Updates

Email updates are on

When certain push notifications are on, we skip sending the same info via email. Learn more.

Updates about you

Messages

Replies to my comments

Weekly Calendar

Send a list of my Meetups and M

New Meetup Group!

Tell me about new atch intere:
Updates from Meetup HQ
Tell me about new features and important Meetup news

Meetup HQ Surveys

Ask me about things that could make Mestup

ical Attachments

Meetup Pro Administrators

Get updates about netwa

Updates about your groups

Cyber Security West London

Cyber Security West London

nders with iCal attachm

hetter

ents

ks of groups - Learn more

Turn off

<L [

o 0o 0o o 4g -

You can opt to
receive alerts
about all
messages,
updates, replies,
follows, etc. by
ticking the boxes.

You can opt to receive alerts about your specific group updates by
editing the group settings.
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Privacy

Apply the privacy settings as shown...

General
Email Updates

Mobile
Notifications

Privacy I
Social Media

QOrganizer
Subscription

Payment
Methods m

Pf-‘l'y"ﬂr?‘ﬂﬁ made

Apps

msstup

Privacy Settings
Control who can contact you and the information others can see on your public profile. For details,
visit our Help Center.

Who can contact you on Meetup?

Show Meetup groups on profile

on your profile, anyons can ses all the Mestu

Show interests on profile

on your profile, anyons can ses your list

Members of my Meetups v

O
O

off

Social Media

General

Email Updates

Payment
Methods

Payments made

Apps

Cancel

MaTup

Follow me on

Mobile Check the boxes below to display your web links publicly on all your Meetup Group profiles.
Notifications
! Il Facebook L Twitter
Privacy
Social Media I ) we Flickr ) @ inkedin
Organizer
Subscription ) B Tumblr

your Meetup profile.

Untick all the boxes. It is not recommended that you link your social media accounts with
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Payment methods

Do not save
your card for
future
payments. MU-F
General
emai updares 10 YOUF Meetup Groups
Mobile Saved cards for payments such as member dues or contributions.
Notifications
oiesten You don't have any saved cards.
Privacy

Social Media

Qrganizer
Subscription

Payment
Methods

Payments made

Apps

Meetup charges Organizer Subscriptions to start and lead Meetup groups as an organizer. There
are currently two types of Organizer Subscription Plans: Basic (59.99) and Unlimited (514.99).
However, setting up a Meetup account is free of charge.
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Manage your Apps

General

Email Updates

Social Media

Organizer
Subscription

Payment
Methods

Payments made

Apps I

Mistup

Applications

The Meetup APl enables applications like websites and those installable on mobile devices to
leverage the Meetup platform and act on your behalf. They can view data and perform actions in
your groups, including private groups, on your behalf. Applications that you have authorized appear
below. You can revoke their access at any time with the Revoke Access button.

Official Meetup Applications

These are applications developed and owned by Meetup

Meetup for iPhone Revoke Access

Authorized on Jun 7, 2017

This app can
« perform basic actions

Revoke the access of any unwanted or unknown Apps.

Deactivation

Gianaral I .

Click the ‘General’ section and carefully
scroll down to the bottom of the page.

Click ‘Delete my Meetup account’ to
deactivate your profile

Your Meetup account

Delete your Meetup account
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Secure Browsers

HACKER GIRL (S ALWAYS WORRIED THAT SOMEONE COULD
ACCESS HER LAPTOP OR MONITOR HER ONULINE AND SEE WHAT
SHE'S BEEN UP TO, SHE PROTECTS HERSELF, IN PART, BY USING
PRIVATE BROWSING FEATURES AND TRYING TO LIMIT WHAT
SITES RECORD ABOUT HER ACTIVITIES AND LOCATION.

If you use the default
browser settings on most
browsers, all of your
browsing activities may be
logged on your device.

This means that anyone who
gains access to your device,
including a hacker operating
remotely, can see what
you’ve been looking at. If
this is case data, it might be
very sensitive, but personal
data is also of great value to
criminals.

Adjusting your browser settings is not a catch-all solution; internet service
providers and visited sites will also capture and store the details of your
activities, but at least you will have reduced your risks and ensured that a
simple error, such as failing to log-off, or leaving your laptop on the train, is less
likely to cause major grief. Other controls, including encryption of data and
secure login procedures, are equally important and effective; it’s all about
using a combination of techniques.
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Note: all screenshots taken from the .com site. Mobile versions may have differing features.

secure Upera

Accessing Settings

Click here...

Then click /
here...

o Menu I

New tab

New window

New private win

Page
Zoom
Print...
Speed Dial
News

Bookmarks

Synchronise...

Downloads
History
Settings
Extensions
Opera Turbo
More tools
Help

About Opera

Exit

dow

Ctrl+T
Ctrl+N
Ctrl+Shift=N

<100% > A%

lip GO gle Search the web

Ctrl+)
Ctrl+H

Alt=P

Fi opera_  wikipedia

Ctrl+Shift+X

Location tracking

Settings

Q ¢

Browser
Websites
Privacy & security

Opera help

Allow all sites to show pop-ups

© Do not allow any site to show pop-ups (recommended)

Manage exceptions... | Learn more

Location

Allow all sites to track my physical location
Ask me when a site tries to track my physical location (recommended)

Do not allow any site to track my physical location

lanage exceptions.. | Learn more

N

Select ‘Websites’...

Set to ‘Do not allow’ location
tracking
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Privacy & security

Select ‘Privacy &
security’...

Click Clear
browsing data...

o

Sqttings

Brpwser

WkEbsites

| Privacy & security |

Opera help

p A
Fassw

Privacy

I Clear browsing data... ILearn more

Opera may use web services to improve your browsing experience. You may optionally disable these services.

Use a prediction service to help complete searches and URLs typed in the address bar
Predict network actions to improve page load performance

Help improve Opera by sending feature usage information
Automatically send crash reports to Opera

Send a ‘Do Not Track' request with your browsing traffic

Want even more privacy?

9 Enhance your online experience and enjoy superior privacy, security, and
/, freedom, even on publlc Wi-Fi. Learn more about SurfEasy VPN.

Autofill

Enable auto-filling of forms on webpages

Manage Autofill settings

ords

Clear browsing data

Obliterate the following items from:

the beginning of time =

Browsing history

Download history

Delete cockies and other site data
Empty the cache

Saved passwords

Clear saved Autofill form data

Saved content settings a
browsing hakbits.

Learn more

nd search engines will not be cleared an

Decide what you
want to clear and
then click Clear
browsing data

may reflect your

Cancel

Clear browsing data
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Privacy & security

Settings

Q

Browser
Websites
Privacy & security

Opera help

Privacy

Clear browsing data.. | Learn more

Opera may use web services to improve your browsing experience. You may optionally disable these services.
Use a prediction service to help complete searches and URLs typed in the address bar
Predict network actions to improve page load performance
Help improve Opera by sending feature usage information
Automatically send crash reports to Opera

Send a ‘Do Not Track' request with your browsing traffic

Want even more privacy?

Q Enhance your online experience and enjoy superior privacy, security, and
‘/, freedom, even on publlc Wi-Fi. Learn more about SurfEasy VPN.

Autofill
—_—
Enable auto-filling of forms on webpages
Deselect
Manage Autofill settings these
options.
Passwords —
Offer to save passwords | enter on the web
Manage saved passwords
—
HTTPS/SSL
Manage certificates... | Learn more
Pekins Select this

option.

Allow local data to be set (recommended)

© Keep local data only until | quit my browser
Block sites from setting any data
Block third-party cookies and site data

Manage exceptions... All cookies and site data.. | Learn more
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Private browsing

NCNCH D)

WP Opers || g2 coced Dial

Mew tab

Mew window

New private window

Bookmarks
Page
Zoom
Print...
Speed Dial
Discover

Bookmarks

Synchronize...
Downloads
History
Settings
Themes

Extensions
Get extensions

Opera Turko

More tools

Help
About Opera

Exit

<

Ctrl+T
Ctrl+M

Ctrl+5Shift+MN

I
> | |ar

Ctrl+P

Ctrl+5hift+E

Ctrl+)
Ctrl+H
Alt+P

F1

Ctrl+Shift+X

Click here.

By using a private window, or tab, you can
browse without leaving any trace of the
websites you visit.

When you close an Opera private tab, the
following data is deleted:

* browsing history

* itemsin cache

* cookies

* logins

A closed private tab or window cannot be
recovered.

The last thing t want is
someone reviewing all my
searches... t always use
private browsing.
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Clear browsing data shortcut

J Opera || 222 Speed Dial %+
New tab Ctiteh L

: web address
New window Ctrl+N

New private window  Ctrl+Shift+N

Bookmarks

Page

Zoom <|100% | > | [
Print... Ctrl+P

22 Speed Dial

© Discover
@ Bookmarks Ctrl+Shift=B
@ Synchronize...
@ Downloads Ctrl+)
@®© History Ctrl+H
ﬁ- Settings Alt=P
O Themes

Extensions

Get extensions

Opera Turbo

More tools » Clear browsing data Ctrl+Shift=Del
Help F1 Import bookmarks and settings...

About Opera Shiw developer menu

Exit Ctrl+Shift+X

Access the menu as

shown or press the
<> Ctrl+Shift+Del keys to

quickly clear your
browsing history.
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Site security badges

- C == | @ wwwgoogleco.uk/search

Web Videos Images Maps More - Search tools

Site security badge. <>

lcon Indicates...

Accelerated connection
Camera access

Fraud or malware warning
Local file

Location access

Opera page
Take careful note of the site security badges
displayed for each website you visit.

Secure connection

Unprotected connection

OpPQoFOB (O
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Secure Ghrome

Accessing the Menu

u — X

@ | :
Mew tab Ctrl+T
Mew window Ctrl+MN
Mew incognito window  Cirl+5Shift+M
History
Downloads Ctrl+)
Bookmarks
Zoom - 00 o+ : :
Print... Ctrl+P
Cast...
Find... Cirl+F
Maore tools
Edit Cut Copy Paste
Settings
Help
Exit Ctrl+Shift+0

Click here to
access the
menu...

®

Then select
‘Settings’

°
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Accessing Advanced Settings

L IJ Person 1 J SIGN IN TO CHROME

Sign in to get your bookmarks, history, passwerds and other settings on all your devices. You'll also
automaticzlly be signed into your Google services. Learn miore

Manage cther pecple b

Impart bockmarks and settings b
Appearance

Themes

Open Chrome Web Store

Show Home buttan

Dizzhled -
i
E Shew bookmarks bar [ ]
|
E Font size WMedium (Recommended) -

Customise foms

Page zoom 100% -
Search engine
Search engine used in the address bar Google -

Manage search engines

Default browser

Default browser MAKE DEFAULT
Make Google Chrome the default browser

On start-up
(@  Open the New Tab page
@] Continue where you left off

(@] Open a specific page or set of pages

[ =]

Scroll down to the end of
the page and then click
‘Show advanced settings’
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Privacy and saved passwords

Privacy and security

Google Chrome may use web services to improve your browsing experience. You may optionally disable these
services. Learn more

Use a web service to help resolve navigation errors

Use a prediction service to help complete searches and URLs typed in the address bar

Use a prediction service to load pages more quickly

Autematically send some system information and page content to Google to help detect dangerous
apps and sites

Protect you and your device from dangerous sites

Automatically send usage statistics and crash reports to Google

Send a "Do Mot Track” request with your browsing traffic

Use a web service to help resolve spelling errors
Smarter spell-checking by sending what you type in the browser to Google

Manage certificates
Manage HTTPS/SSL certificates and settings

Content Settings ...
Caontrol what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache and more

Using the settings shown does not guarantee security, but it will help to reduce exposure.
Note that websites can ignore ‘Do Not Track’ preferences.
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Accessing Content Settings

Privacy and security

Google Chrome may use web services to improve your browsing experience. You may optionally disable these
services. Learn more

Use a web service to help resolve navigation errors

Use a prediction service to help complete searches and URLs typed in the address bar

Use a prediction service to load pages more quickly

Automatically send some system information and page content to Google to help detect dangerous
apps and sites

Protect you and your device from dangerous sites

Automatically send usage statistics and crash reports to Google

Send a "Do Mot Track” request with your browsing traffic

Use a web service to help resolve spelling errors
Smarter spell-checking by sending what you type in the browser to Google

Manage certificates

Manage HTTPS/SSL certificates and settings \

Content Settings ... N .
Control what information websites can use and what content they can show you CIICk to access

Content settings

Clear browsing data
Clear history, cookies, cache and more
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Authentication & Security

Content settings

{=

<>

|4

Content Settings ...

Cookies
Allow sites to save and read cookie data

Location
Ask before accessing

Camera
Ask before accessing

Microphone
Ask before accessing

Notifications
Ask before sending

JavaScript
Allowed

Flash
Ask first

Images
Show all

Popups
Blocked

Ads
Blocked on sites that tend to show intrusive ads

Background sync

Allow recently closed sites to finish sending and receiving data

Sound
Allow sites to play sound

Automatic downloads

Ask when a site tries to download files automatically after the first file

Review all the Content Settings one by one. We recommend you apply the settings shown
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Content settings - Cookies

Q, Search settings Cookies can be
used to track and
& Cookies record your
preferences and
Allow sites to save and read cookie data (recommended) . bl’OWSing habits.
Keep local data only until you quit your browser .\
Block third-party cockies *

Prevent third-party websites from saving and reading cookie data

Block ADD

No sites added

Clear on exit ADD u

No sites added

Set as shown to limit
the data saved by
cookies.

Allow ADD

No sites added

All cookies and site data Q, Search cookies 0

REMOVE ALL
-
o aax-eu.amazon-adsystem.com , 5 7 You can delete
Database Storage T
individual
oy sccounts google.com ’ _ cookies here...
1 cookie .
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Content settings - Location

&«

Location

Ask before accessing (recommended)

Block

Allow

(4]

https://www.mastdata.com:443
embedded on hitps://www.mastdata.com

https://www.google.pl:443
embedded on https://www.google.pl

https:/www.intercity.pl:443
embedded on https://www.intercity.pl

https://www.rossmann.pl:443
embedded on https://www.rossmann.pl

https://www.google.co.uk:443
embedded on hitps://www.google.co.uk

https://beam.virgintrains.co.uk:443
embedded on https://beam.virgintrains.co.uk

https://www.virgintrains.co.uk:443
embedded on https://www.virgintrains.co.uk

Mo sites added

Set as shown to limit
the location settings..

You can review
your list of the
blocked
locations here...
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Access ‘Clear browsing data’

Privacy and security

Google Chrome may use web services to improve your browsing experience. You may opticnally disable these

services. Learn more

Use a web service to help resolve navigation errors

Use a prediction service to help complete searches and URLs typed in the address bar

Use a predicticn service to load pages more quickly

Automatically send some system information and page content to Google to help detect dangerous

apps and sites

Protect you and your device from dangerous sites

Autematically send usage statistics and crash reperts to Google

Send a "Do Mot Track” request with your browsing traffic

Use a web service to help resolve spelling errors
Smarter spell-checking by sending what you type in the browser to Google

Manage certificates
Manage HTTPS/SSL certificates and settings

Content Settings ...

Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache and more

Click “Clear
' browsing

data’
./

Set as shown to clear
most of your browsing
history.

Using the settings
shown does not
guarantee security, but
will help to reduce
exposure. Note that
parts of your browsing
history may still be
saved elsewhere.

Clear browsing data

Clear the following items from  the beginning of time
Browsing history
14,436 items

Download history
249 items

Cached images and files

638 MB

Cookies and other site data

This will sign you out of most websites.

Passwords
141 passwords

Autofill form data
None

Hosted app data
7 apps (Clipular! Research, save & share screenshot, Cloud Print, and 5 more)

Media licences
You may lose access to protected content from www.ipla.tv and some other
sites.

Some settings that may reflect browsing habits will not be cleared. Leam
more
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0 Go to the website
https://myactivity.qgoogle.com/myactivity

Google My Activity

Bundle view

Q

ltem view
-+  Filter by date & product

Delete activity by
G Only you can see this data. Google protects your privacy and security. Find out more

Other Google activity

Yesterday

Activity controls

My Account = ITEMS YOUTUBE
] —
E & 07:44
Send feedback E YouTube :

Click here to delete any content
you wish to remove.

G Only you can see this data. Google protects your privacy and security. Find out more

ITEMS YOUTUBE Delete

8 ———
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My activity: Delete activity by

Click here...

Google My Activity

Bundle view

Q

ltem view
-+  Filter by date & product

Delete activity by

@ Only you can see this data. Google protects your privacy and security. Find out more
Other Google activity

Activity controls Yesterday H
My Account = ITEMS YOUTUBE
] —
E & 07:44
Send feedback E YouTube :

o You can also delete your activities by keywords or by selecting a date.

< Delete activity by

Delete by topic or product
Choose your Search by keyword or filter by product, then select Delete results from the more
date here options i menu, to delete all matching activity
and then TRYIT
click
delete... Delete by date
Today v
21 September * 21 September A

DELETE
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My activity: Delete activity by

Click here...
Review your other Google activities by reviewing your timeline
and history
Brdle siew
IEEm i
el Other Google activity
[ Cther Google activity ]
Activiny comtroli Location History
My Acceunt =] ‘Your timeline in Google Maps displays your Location History, the private map of where you go with
your signed-in devices. You can edit places and delete all or part of your histary.
VISIT TIMELINE [
Device Information
Device Infarmation stores a copy of the contacts, calendars, apps and other data from your
devices. This data can improve results and suggestions across Google services.
VISIT ACTIVITY [
Google Play Sound Search History
Meanage music that you've identified with the Sound Search widget.
VISIT HISTORY I
YouTube Mot interested” feedback
Your "Mot interested” feedback is used to remove videos from your YouTube recommendations.
Find out more
DELETE
Download your past searches
Create an archive of all your past searches with Google Takeout
Delete your CREATE ARCHIVE
Google
Assistant Google Assistant activity
aCthty by ‘Your assistant activity stores conversations that you've had with the Google Assistant, which
clicking helps it batter assist you and remember customisations like your name and interests. Find out
‘delete’ the e
button. DELETE
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My activity: Activity controls

Click here...

Google My Activity

Bundle view

Q

ltem view
-+  Filter by date & product

Delete activity by
@ Only you can see this data. Google protects your privacy and security. Find out more

Other Google activity

Activity controls Yesterday H
My Account = ITEMS YOUTUBE
] —
E & 07:44
Send feedback E YouTube :

& Activity controls

Switch it off )

Web & App Activity (paused) )

Save your search activity on apps and in browsers to make searches faster and get
customised experiences in Search, Maps, Now and other Google products. Find out more

MANAGE ACTIVITY

o. If you use more than one account at the same time, some data may be saved in your default
account. Learn more
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Secure Firefox

Note: all screenshots taken from the .com site. Mobile versions may have differing features.

0 Click here...
e MNew Private Window Ctrl+Shift+P
133% e T}| i @
£ Signinto Sync
Gmail £ New Window Ctrl+N
E7 Restore Previous Session
o Zoom — mE 4 A
Edit X O B8
I Library >
& Add-ons Ctrl+ Shift+ A
¢ Options
Then click here to use private o Customise.
browsing mode (more secure) Open Fle.. b0
Save Page As... Ctrlss
= Print..
Q_ Find in This Page.. Ctrl+F
More >
Web Developer >
@ Help >
[GR=13 Ctrl+Shift+Q
£ Signinto Sync
E‘+ MNew Window Ctrl+M
©3 MNew Private Window Ctrl+Shift+P
E] Restore Previous Session
Zoom - 133% 4+ A
Edit X 0 @ o
I\ Library >
B Add-ons A You can access your ‘Add-ons’
-l} Options h
7 Customise... ere
Open File... Ctrl+0
Save Page As... Ctrl+5
E Print...
Q Find in This Page... Ctrl+F Finally, access ‘Options’ here
More >
Web Developer >
@ Help >
O Eit Ctrl+Shift+Q
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ﬁ General

m biome Downloads

Files and Applications

Q search Savefilesto & Downloads Browse...

® Always ask you where to save files

n Privacy & Security

s Firefox Account

4

Do not automatically download anything
from your browser. Always review which
files or apps you want to download.

¥ General Firefox Updates
Q Home Keep Firefox up to date for the best performance, stability, and security.
Version 61.0.1 (64-bit) What's new Show Update History...

Q Search

a Privacy & Security

o Firefox is up to date Check for updates

Allow Firefox to

[ B
Firefox Account
L ® Automatically install updates (recommended)

Check for updates but let you choose to install them
Mever check for updates (not recommended)
+  Use a background service to install updates

v Automatically updatg search engines

~

0 Failure to update browsers & add-ons can be exploited by hackers & malware.
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o Select ‘Search’...

@ Home Search Bar

@ Use the address barfor scarch and navigation
Q search
s ca(a

& Privacy & Security

Add search bar in toolbar

& Firefox Account s (@

Default Search Engine
Choose the default search engine to use in the address bar and search bar.

S Google -

| Provide search suggestions

| Show search suggestions in address bar results

| Show search suggestions ahead of browsing history in address bar results

One-Click Search Engines

Choose the alternative sarch engines that appear below the address bar and search bar when you
start to enter a keyword.

Search Engine Keyword

e Set this to ‘On’ for optimum search
e performance .

v @ Amazon.co.uk

v C Chambers (UK)

v @ DuckDuckGe

V= eBay
v o Titter

VW Wikipedia (en)

Restore Default Search Engines Remove

Find more search engines

Select ‘Privacy &
Security’
&t General Browser Privacy
ﬁ Home Forms & Passwords
Do not save
I:I Ask to save logins and passwords for websites Exceptions... .
Q search your login
Saved Logins...
a Privacy & Security & paSSWOf'd
Use a master password Change Master Password... Informatlon
S Firefox Account
History
Firefox will ~ Never remember history >
Firefox will use the same settings as private browsing, and will not Clear History...
remeghber any history as you browse the Web. /
history’ history (recommended).
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ﬂ General
ﬁ Home
Q search

a Privacy & Security

s Firefox Account

Tracking Protection

Tracking Protection blocks online trackers that collect your browsing data across multiple web sites.

@ Always
¥ Change Block List...

Learn more about Tracking Protection and your privacy
Use Tracking Protection to block known tr. Exceptions... R
| Select to turn on tracking

Oy T TV Wiaows protection.

Never

Send web sites a “Do Not Track” signal that you don't want to be tracked Learn more
Only when using Tracking Protection

®  Always

Permissions

® Location Settings...

e = /| Review the apps that have

& Microphone Settings...

& Notifications Learn more Settings... acceSS tO yOUf brOWSEf'.

Pause notifications until Firefox restarts

v Block pop-up windows Exceptions...

+ Warn you when web sites try to install add-ons Exceptions...

| Prevent accessibility services from accessing your browser Learn more

'ﬁ' General
ﬁ Home
Q Search

Firefox Data Collection and Use

We strive to provide you with choices and collect only what we need to provide and improve
Firefox for everyone. We always ask permission before receiving personal information.

Privacy Notice

n Privacy & Security

I Allow Firefox to send technical and interaction data to Mozilla Learn More

Allow Firefox to install and run studies View Firefox Studies

s Firefox Account

v Allow Firefox to send backlogged crash reports on your behalf Learn mare

Security

Deceptive Content and Dangerous Software Protection

v Block dangerous and deceptive content Learn more
v Block dangerous downloads

v 'Warn you about unwanted and uncommon software

Review and
manage your data
collection
preferences.
Recommended
settings are
shown.

Allow blocking of dangerous and deceptive
content and let your browser warn you
about unwanted software.
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Secure |E

Note: all screenshots taken from the .com site. Mobile versions may have differing features.

Accessing Safety Options & Settings

0 Click to access the menu \/@

a(@| G https//wnw.googlecouk/ O~ @ C || G Google x| | {ir o0 3
Print »

File »

Zoom (100%) 3

Delete browsing history... Ctrl+Shift+Del ety 2

G o O g I ( InPrivate Browsing Ctrl+5hift+P Add site to Start menu
Turn on Tracking Protection
Ctrl+)
UK

View downloads
Turn off Do Mot Track requests
ActiveX Filtering

Manage add-ons
F12 Developer Tools

‘Webpage privacy policy... EErimedss

Check this website Compatibility View settings
Turn off SmartScreen Filter... e ErEds
Google Search I'm Feeling Lucl| o e R I pti
About Internet E*vlmel

\

0 Then select ‘Safety’ for a quick list

of popular options

Or click ‘Internet options’ to access
the main security settings area.
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Internet Options - General

General |Seﬂ_.|r.it'yr I Privacy I Content I Connections I Programs I Advam:ed| I select a ’safe’ home
y page that does not 0
Home page ] imply any specific
@ To create home page tabs, type each address GW browsing habits.

htt|::|s:..".."1.|~.|'l.|~.|'l.|~.r.§;|u::u::u§;|Iv;-.c::|.u|c..II

| Usedefault || Usenewtab |

Startup |/ | SetIE to start with
Stﬂrt 'Niﬂ-l tabs ﬁ'l:llTI ﬂ"M the home page.
(@ Start with home page
Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web J_ Set to delete
o= ///'—- browsing history on o
Delete browsing history on exit exit.
| Delete.. || settings
Appearance
Colors ][ Languages H Faonts ][ Accessibility ] \\/ . . ,
Now click ‘Settings’.

[ ok J[ concel |[ Aoy |
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Internet Options — General - Settings

P

Internet Options

(7]

General | Security | Privacy | Content | Connections | Programs | Advz

Select the ‘History’
tab...

| Tarporarrlntﬂ'netﬁlesl History I Caches and daiabases|

@

Spedify how many days Internet Explorer should save the list
of websites you have visited.,

Days to keep pages in history: 0| El

Set this value to 0. o

Select the ‘Caches
and databases’ tab...

| Temporary Internet Files | I-ﬁs:tnrrl Caches and databases I

Allow website caches and databases

okify me when a website cache or ME

database excesds:

Deselect this
option.

Website File Storage Data Storage  Exceed limit
windowsphone.com 4 MEB 0 MB M A
| Exceed limit | | Delete |
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Internet Options — Security

| General || Security | Privacy | Content | Connections | Programs | Advanced |
/" | Select the ‘Security’ 0
Select a zone to view or change security settings,

. Q J @ tab...

ntv.-_-rnv.-_- Local intranet  Trusted sites  Restricted
sites

Internet T
0 This zone is for Internet websites, l—ll -

except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High n
Medium-high
- Appropriate for most websites :
- Prompts before downloading potentially unsafe - _/_ Choose the S.ecu”ty
content level that suits your
- Unsigned ActiveX contrals will not be downloaded
role.
Enable Protected Mode (requires restarting Internet Explorer) —
[ Custom level... ] | Default level |

| Reset all zones to default level |

[ oc  J[ cancel |[ sy |
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Internet Options — Privacy

| General | Security | Privacy [Tontent | Connections | Programs | Advanced |

[wtemetoptions~ Lelmml/

Settings

Select a setting for the Internet zone,
Medium High

- Blocks third-party cookies that do not have a compact
privacy palicy

(- - Blocks third-party cookies that save information that can
be used to contact you without your explidt consent

- Blocks first-party cookies that save information that can
be used to contact you without your implict consent

| stes || mport || Advanced || Default |
Location
=1 Mever allow websites to reguest your Clear Sites
physical location
Pop-up Blocker
[#] Turn on Pop-up Blocker Sett

ttings
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

tab

Select the ‘Privacy’ 0

Choose the cookie
setting that suits
your role.

\Z4

Select all three
settings as shown
(recommended).

14
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Internet Options — Content

Internet Options @ , ,
/| Select the ‘Content
| General I Security I Privaqfl COHEHtIFEﬁ | Eograms | Advanced il
Family Safety
' Control the Internet content that can
,  be viewed.
Certificates
Use certificates for encrypted connections and identification. 9 ‘ q )
's Click ‘Settings’... 0
| Clearssistate || certifcates ||  Publshers |
AutoComplete -

on webpages and suggests matches
for you.

ﬁ AutoComplete stores previous entries

AutoComplete lists possible matches from entries you've
typed or visited before, =
Use AutoComplete for

Address bar Choose the auto-
Browsing history complete settings o
- . ,

Eavzms ap that suit your role.

2eds

Use Windows Search for better results
i Suggesting URLs
Frms apply| |
IUser names and passwords on forms

[V] Ask me before saving passwords —

| Delete AutoComplete history... |
\/_ Click ‘Delete o

[ ok ][ concel | AutoComplete history’.
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Internet Options — Advanced

— |/ | Select the
| General | Security | Privacy | Content | Connections Programsl Advanced I ‘Advanced’ tab...
Settings
g Security - )
Allow active content from CDs to run on My Computer®
Allow active content to run in files on My Computer™
Allow software to run or install even if the signature is inwi
Block unsecured images with other mixed content
Chedk for publisher's certificate revocation
Check for server certificate revocation™ - Scroll down to
Chedk for signatures on downloaded programs ’Security’ Consult
Do not save encrypted pages to disk e —
Empty Temparary Internet Files folder when browser is ch et ) mln!S sleteele
Enable DOM Storage for the settings
Enable Enhanced Protected Mode® required in your
Enable Integrated Windows Authentication™® organisation
[¥] Enable native XMLHTTP support w7 _
4 m | 3
*Takes effect after you restart your computer ~_
[ Restore MUM]
o
Reset Internet Explorer settings \\/_ Restart your

Resets Internet Explorer's settings to their default computer to make

condition. sure that all new

You should only use this if your browser is in an unusable state. settings take effect.

14

[ ok J[ cancel |[ apoly |
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Secure amart Phones

SMART PHONES ARE INCREASINGLY USED BY ALMOST
EVERYONE, FROM TOP EXECUTIVES TO FRONTUINE STAFF. BOTH
VICTIMS AND PERPETRATORS OF CRIME USE THESE DEVICES,
WHICH REPRESENT A REAL TARGET FOR CRIMINALS AND
INVESTIGATORS

If a criminal gets hold of your smart
device, and you have not made sure
that it is secure, the stolen smart
phone could put you at risk.

Contact information, messages,
photos, social media feeds, location
data and more can all be derived from
a mobile device.

While deeper device forensics requires
a great deal of skill and the right
equipment, even a layman might be
able to learn a lot about you from a
quick look through an insecure
handset or tablet.
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Secure Andraid

Phone

Connections

=l 90% MW 12:27

. Turn off Bluetooth ' 4
Settings AR unless required.
Always keep it off
when not in use.
Bluetooth Sounds and Display
vibration
You can edit and /
O @ choose which settings
y ook . o should be visible at
ge screen ock screen an attery
e the top of the page.
User manual
< Edit quick settings
| O e Wi-Fi
© wiFi © sicoos
O e Flight mode
e Bluetooth _ _
O @ Mobile hotspot and tetheri..
o Flight mode O @ petavese
J @ Mobile networks
@ Mobile hotspot and tethering [ (@) NFCand payment
O e Printing
J @ Smart Manager
dJ 9 Applications
(] @ Application manager
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Lock Screen and Security

T 91%M12:19

8@ 7 .448%E1846

SETTINGS Q

4

€< Lock screen and security

< Sounds and vibration
Sounds, Vibration, Do not disturb

= Notificati Lock screen
El Seta

Display S lock t reasonable lock
P{} Brightness, Blue light filter, Home screen creen OC ype

Pattern, Fingerprints screen period.

Wallpapers and themes
Wallpapers, Themes, lcons

Advanced features
Games, One-handed mode InfO and app ShortCUtS

 bevice maintenance Show app shortcuts, the dual clock, or the device

& Battery, Storags, Mermory owner's information on the lock screen. /
Apps

Q0
e]]

Default apps,

Notifications on lock screen

e . Hide content P
Cloud and accounts r . of the
Secure lock settings notifications
Set your secure lock functions, such as Auto lock
and Lock instantly with Power key. (messages,
calls( on lock
Security screen.
4 Fingerprints
f:llck here to access Find My Mobile
Lock Screen and Locate and control your device remotely using your
Security’ options. Samsung account. /

Unknown sources

Allow installation of apps from sources \ Turn off
other than the Play Store.

‘Unknown
sources’ mode,
Secure startup disabling
Protect your device by using a screen lock when installati f
your device powers on. Instailation o
apps other
than Google
Encrypt SD card ) g
No SD card inserted pp.

Other security settings

Change other security settings, such as those for
security updates and credential storage.
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Lock Screen and Security: Screen Lock Settings

FT91%M12:20

< Secure lock settings

Make pattern visible

Choose the timing for

Lock aUtomatica"y / locking the screen.

Lock the screen 5 seconds after it turns off

automatically.

Lock instantly with power key

Auto factory reset

If you attempt to unlock your phone
incorrectly 15 times it will be reset to .
factory settings. All data, including files and
downloaded apps, will be deleted.

Smart Lock

Unlock your mobile device automatically when
trusted locations or other devices have been
detected.

Switch on ‘Auto factory reset’
/ to delete your data if someone
tries to crack your password
incorrectly 15 times.

/ Disable ‘Smart Lock’. You can decide
whether the detected location or device
can be trusted.
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Lock Screen and Security: Other Security Settings

T M91% M 12:22

< Other security settings

Set up SIM card lock

Make passwords V|S|ple O v Do not make the
Show password characters briefly as you passwords visible.
type them.

Security policy updates

Increase the security of your device by updating the
security policy.

Send security reports

Send security reports to Samsung via Wi- d
Fi for threat analysis. All reports will be
encrypted before being sent.

Device administrators v Review your device
View or disable device administrators. administrators.
Storage type

Back up to hardware.

View security certificates

Display trusted CA certificates.
S S ——————<—<_—<—_———~———.
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Connections: Location

. T .l 48% @ 18:49
Click here to access 88 TamEe

| “connections’ SETTINGS Q
options.

- r D Connections
Wi-Fi, Bluetooth, Data usage, Flight mode

BO = .447%=18:50
< CONNECTIONS Q

Bluetooth

Connect to nearby Bluetooth devices.

Phone visibility >
Allow other devices to find your phone \__/

and transfer files. Keep this option

off unless needed.

Data usage

Flight mode

Disable calling and messaging functions, (\7,/
and turn off Mobile data.

NFC and payment ' 4

Make mobile payments, share data, and ‘i\//\" Keep this option

read or write NFC tags. off unless needed.

Mobile Hotspot and Tethering

Mobile networks

Location
Location services disabled.

Turn off location
services, unless
required.

More connection settings
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Settings: Apps

4

Click here to access

‘Apps’ options.

Be =
SETTINGS
Apps
38 PP

Default apps, App permissions

A 48% = 18:46

Q

Review your
installed Apps and
remove any

unwanted ones.

< APPS

All apps ¥

0 Flashlight
20.26 MB
@ Airbnb

amazon  Amazon Shopping
&= 110MB

B0 T .447%E18:51

BQ@ = .447%m18:52
< APPLICATION INFO

UNINSTALL FORCE STOP

USAGE INFO
Mobile data

248 KB/9.55 GB used since 10 Mar

Battery

None since device last fully charged

Storage
199 MB/32.00 GB of Internal shared storage used

Memory
No RAM used in last 3 hours
APP SETTINGS

Notifications
Blocked

Permissions
No permissions allowed

Review app
permissions and
restrict access as
needed.
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rity

Backup options

B 7 .447%R18:54

SETTINGS Q

Samsung Cloud, Backup and restore, Smart...

BE % .447%H18:53

< CLOUD AND ACCOUNTS

Samsung Cloud

Keep your data safe by backing up and restoring
your device. You can also sync your data with
multiple devices

Accounts
Backup and restore
Smart Switch
Transfer content, such as images, contacts, and
messages, from your old device wirelessly or via a
USB cable
| Setappropriate
backup and restore
settings, based on
your role. —

Use a backup account
/ email that won’t identify
you.

Cloud and accounts /

Click on ‘Cloud and
Accounts’ to access
‘Backup and
Restore’ options.

< BACKUP AND RESTORE

SAMSUNG ACCOUNT

Back up my data

Use your Samsung account to ba

Restore

data.
GOOGLE ACCOUNT

Back up my data

Backup account
15123456 @hotmail.com

Automatic restore

settings and data will be restored

B0 7 .447%=18:53

ck up your data.

Use your Samsung account to restore your backup

When reinstalling an application, backed up (




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

Software updates

BQ = .447%=18:54

<{  SOFTWARE UPDATE Q

Download updates manually

/ Last checked on: 15/03/2018

Downloading via mobile networks may result in
additional charges. If possible, download via a Wi-Fi
Ensure that your network instead.

security policies

are up-to-date.

Download updates automatically

Download software updates automatically -
when connected to a Wi-Fi network. You will @
still be able to use your device during the
download.

Scheduled software updates

Your software updates will be installed at
the time you set.

These dags, smartphones \
hold Loads of sensitive data.

Some people just dow't see
the risks, but ( guess ‘smart
phone’ doesw't always equal

'\smar’c user’! j
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Secure i0S Phone "iOS

Locate the Settings icon on your
device and press it

eeee0 vodafone UK 7 15:54

Settings

3} -

Airplane Mode

Wi-Fi

Bluetooth

BTHub

Mobile

Personal Hotspot

GOSQA

Carrier

Notifications

Control Centre

GO6

Do Not Disturb

vodafone UK

AN

Off

Off

/

General

Only use trusted,
secure WiFi
networks

N

Turn Bluetooth off
unless needed

N

Turn Hotspot off
unless needed

Now press the
‘General’ menu

option




Enable Restrictions

ALLOW:

require a password or Touch

Main Menu | Social Media | Browsers | Smartphones Authentication & Security
Auto-Lock
e0000 yodafone UK 7 15:55 [ 1]
Setti 1 . .
< Settings S Set the period after which
your device will
automatically lock and
Accessibility
ID (fingerprint) to access.
Auto-Lock Now press ‘Restrictions’ if
L you ever share your device
Restrictions with a child or other
vulnerable person.
Restrictions
eocc0 vodafone UK 7 15:55 1)
£ General Restrictions

Press ‘Enable Restrictions’ if
you want to restrict access
to specific applications.

You will be asked to select a
Restrictions Password.

Disallow access to those
applications you do not
want other users of your
device to use. You can also
do this on any iOS device
you have given to a child or
other vulnerable person.
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Privacy - Location Services

e0000 yodafone UK 7 15:57 [ 1) ee000 yodafone UK 7 15:57 L1}
Settings £ Settings Privacy
General 1 Location Services
| 8 oo L Cantacic _
Privacy
Return to ‘Settings’ and Then select ‘Location
select ‘Privacy’ Services’
daf UK & 15:59 (— q 9
#ecce vodatene Turn Location Services OFF
( Privacy Location Services for maximum security
(recommended)
S

Location Services L ) [

Alternatively, you can leave
Location Services ON and
decide which Apps are
allowed to use your location

About Location
Services & Privacy...

. and when.
Share My Location
eec L0 yodafone UK 7 15:58 1}
Back Camera
&=l BBC Weather <
iz Calendar ALLOW LOCATION ACCESS

Bl Camera Never

£ easydet While Using the App v
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Privacy — Frequent Locations

eeee0 vocdafone UK & 09:11 100% (.

¢ Privacy  Location Services

Ld Twitter To prevent Apple from
collecting data on your

% Wallet frequent locations, turn this
option OFF.

™ weather

) WhatsApp

System Services eeee0 yodaicne UK = 09:11 100%
¢ system Services Frequent Locations

Frequent Locations

Stay in the "Location Services Allow your iPhone to learn places you

screen and scroll down to frequently visit in order to provide useful
‘System Services’... location-related information.
eeee0 vodafone UK = 09:12 100%

Location Services System Services
< Y Scroll down to the bottom of

Diagnostics & Usage the System Services screen
and turn ‘Status Bar Icon’ ON
to receive alerts in your
status bar when a service
requests your location.

Popular Near Me

Routing & Traffic

Status Bar Icon L f
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Privacy — Ad Tracking

eeeee yvodafone UK = 09:09 100%

£ Settings Privacy
¥ Health

HomeKit To limit the amount of data
collected by Apple, turn

Motion & Fitness ‘Limit Ad Tracking’ ON.

As applications request access to your
data, they will be added in the categories
above.

g Twitter

'i Facebook i\
£ Privacy Advertising

As applications request access to your
social accounts data, they will be added in
the categories above. ALL ADVERTISERS

Limit Ad Tracking

Diagnostics & Usage
Reset Advertising Identifier...
Advertlsmg Opt out of receiving ads targeted to your interests. You may
still receive the same number of ads, but the ads may be less
relevant to you.

ADVERTISING IN APPLE APPS

View Ad Information

View the information used by Apple to deliver more relevant
ads to you in Apple News and the App Store. Your personal
data is not provided to third parties.

Return to ‘Privacy’ and scroll

/ P 7
down to Advertlsmg About Advertising & Privacy...
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Privacy: Share My Location share My Location

ee000 vodafone UK & 15:59 Pl 1)

¢ Privacy  Location Services

Location Services ()

Location Services uses GPS, Bluetooth,
and crowd-sourced Wi-Fi hotspot and
mobile tower locations to determine your
approximate location. About Location
Services & Privacy...

Share My Location

eec00 vodafone UK = 15:57 Pl 1)

£ Back Share My Location

Share My Location

From This Device

Share your location with family and fri2nds
in Messages and Find My Friends.

People who can see your location will
appear here.

Set Share My Location
to OFF.
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Privacy: Contacts

ee000 vodafone UK = 15:57 (— e0o0o0 vodafone UK = 16:01 [ 1]
£ Settings Privacy £ Privacy Contacts
Location Services On @ Safari
| Contacts % Evernote ()
Calendars % Google Maps (_)
Fleminders m LinkedIn
% Photos S, WhatsApp b
Bluetooth Sharing Applications that have requested acciss to

your contacts will appear here.

Return to Decide which Apps
Settings/Privacy and genuinely need to
select ‘Contacts’. access your contact list.

Turn the others OFF.

#0000 vodafone UK = 16:01 - ss00o vodafone UK = 16:02 - se000 vodafone UK & 16:04 1]
£ Privacy Calendars £ Privacy Photos £ Privacy Microphone

Photos stored on your iPhone may contain
other information, such as when and where

% Evernote [ ) the photo was taken. & Evernote

Applications that have requested access to

your calendars will appear here. a Twitter =) WhatsApp L )
Solitaire the microphons will appear here.
![] Instagram [ )
%) Evernote
n Facebook ()
%% Dropbox @
Tumblr Repeat the process for

&) WhatsApp @ Ca!endars, Photos and
Microphone, etc.

Apps that have requested access to your
photos will appear here.
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Photos

: Return to Settings and
Sl click on ‘Photos &
Camera’.
7 Music
e w ,
Decide whether or not you want to
% Photos .
automatically share and upload
your photos.
Note that using Cloud Photo
Library will copy your photos onto
ALL of your iCloud connected
devices.
!l vodafone UK = 16:47 @ 17%0_)
{ Settings Photos
ALLOW PHOTOS TO ACCESS
® Siri & Search
* off
iCloud Photo Library
Automatically upload and store your entire library in iCloud to DO not a”OW Slr/ to use

access photos and videos from all your devices.

your photo information
My Photo Stream

Automatically upload new photos and send them to all your
iCloud devices when connected to Wi-Fi.

£ Photos Siri & Search
iCloud Photo Sharing
Create albums to share with other people, or subscribe to

other people's shared albums.

Search & Siri Suggestions

Mobile Data Allow information from "Photos" to appear in Search, Look
Up and Keyboard. Siri may learn from and make suggestions
Use of mobile data for updating your Library. based on how you use this app.
PHOTOS TAB
Show App
Summarise Photos W,

Allow "Photos" to appear in Search and Siri App Suggestions.
The Photos tab shows every photo in your library in all views

Lo chooce commact climmaricad viawe for Collacting
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Accounts & Passwords: iCloud

eeseec yodafone IT 10:38 @ 4%

{ Settings iCloud ( Settings  Accounts & Passwords

ﬂ App & Website Passwords

ACCOUNTS

iCloud

iCloud Drive, Contacts, Calendars, Safari and 6 more...

'}, Set Up Family Sharing...

Click on your name to access

Storage 667 MB Available . i .
additional security settings for
iCloud.
» iCloud Drive Off
&  Photos Off
eeee0 yodafone IT = 10:38 @ 40% W
< iCloud Apple ID Edit
Click on the ‘Password &
Security’ settings...
eec00 yodafone UK 4G 15:07 @ A%
{ AppleID  Password & Security Contact Information

Password & Security
Change Password

Devices
icati Vis
Two-Factor Authentication On Payment Visa
Your trusted devices and phone numbers are used to verify Update the contact information, security details and
your identity when signing in. Manage this setting at payment method associated with your Apple ID.

appleid.apple.com
About Apple ID & Privacy...

TRUSTED PHONE NUMBER
Verified

Add a Trusted Phone Number

Trusted phone numbers are used to verify your identity when Set Up TWO— Step
signing in and to help recover your account if you have Authentlcation to Verlfy your

forgotten your password. i i ) i A
identity when signing in.
Get Verification Code

Get a verification code to sign in on another device or at
iCloud.com
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iTunes

ee000 yodafone UK 4G 15:03
Settings

D iCloud

@) iTunes & App Store

Wallet & Apple Pay

sses0 yodafone IT T 11:04 @ 40% W

{ Settings  iTunes & App Stores

Apple ID:

Password Settings

AUTOMATIC DOWNLOADS

Music

Apps

©®

Books & Audiobooks

(DN

Updates W,

Automatically download new purchases (including free) made
on other devices

Use Mobile Data

Use mobile network for automatic downloads

Choose the option
‘Always Require’ to
type your password
before each purchase

Choose the option
‘Require Password’
even for your free
downloads.

Return to Settings and
select ‘iTunes & App Store’.

Decide whether or not you
want to automatically
download your music,
apps, books & audiobooks,
updates.

Click ‘Password Settings’

eeeec yodafone IT T 11:04 @ 40% W

< iTunes & App Stores Password Settings

Require a password for additional purchases after making a
purchase with esti.medynska@gmail.com from the iTunes
Store, App Store or iBooks Store with this device?

PURCHASES AND IN-APP PURCHASES

Always Require v

Require After 15 Minutes

FREE DOWNLOADS

Require Password W,

Your free downloads will use the same password restrictions
as your purchases and In-App Purchases.
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Safari Browser

sec00 vodafone UK = 09:34 [ /

Settings
~ Return to Settings and scroll
down until you locate the

g Mail, Contacts, Calendars settings access for your Safari
Web Browser. Press this.

| NP YOS
My = = T i' /
. ,. Tell websites not to track you, then
@ safari . )

clear your history and website data
regularly to remove browsing history
and cookies.

ee000 vodafone UK = 17:06 1]

( Settings Safari

PRIVACY & SECURITY

Do Not Track C @

Block Cookies Allow from Web...

Fraudulent Website Warning 0

About Safari & Privacy...

Clear History and Website Data

READING LIST Clearing will remove history, cookies and
other browsing data.

Use Mobile Data L

History will be cleared from devices
signed in to your iCloud account.

Use mobile network to save Reading List
items from iCloud for offline reading.

Regularly } Clear History and Data

Advanced
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Siri in i0S version 10

wil vodafone UK 4G 19:54 @ 89 )

Settings

Carrier vodafone UK

Notifications

Control Centre

c Joc i)

Do Not Disturb

General
Display & Brightness

Wallpaper

8803

A
£=

Sounds & Haptics

Siri & Search

) 0

(¥ Touch ID & Passcode

@ Emergency SOS
Battery

m Privacy

Return to Settings and
select ‘Siri’, (In older iOS
versions, look in General or
in Privacy).

wil vodafone UK 4G 19:55

Siri is insecure and can
expose your personal data.
Turn OFF lock screen
access and “Hey Siri”.

@ 89% (wm)

{ Settings Siri & Search

ASK SIRI

Siri can help you get things done just by asking. About Ask Siri
& Privacy...

Listen for “Hey Siri"”

Press Home for Siri

SIRI SUGGESTIONS

Siri can make sugge@stions in apps or when you use Search,
Look Up and Keyhard. About Siri Suggestions & Privacy...

Suggesticiis in Search

Suggrsstions in Look Up

a 1000Followers

Search & Siri Suggestions

Adobe Acrobat

Search & Siri Suggestions

amaon  AMAZON
W Search & Siri Suggestions

App Store

Search & Siri Suggestions




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

Siri vulnerabilities in locked mode

Some things you can ask
me:

Phone . .
“Call Andrew" Here is a sample lists of what

anyone with access to your
FaceTime device can ask Siri while your
“FaceTime Claire" phone is locked.

Messages
“Tell Susan I'll be right there”

Calendar

“Set up a meeting at 9" = @ 97%

Twitter
"Tweet with my location...”

Sport

“Did Liverpool win?"
Facebook

Maps "“Post to Facebook..."

“Give me directions home"
Restaurants

"Good Indian restaurants...”

k!g Films

"What's on at the cinema?”

Music

With the command ‘My recent "Play Blur”

call’, Siri will display your most
recent call. Anyone can call Reminders
that person back without "Remind R LB
unlocking your phone. Email
"Email Emily about the trip”

0O EE & 12:17 7 : Weather

"What's the weather like today?”
Here's your most recent call. You'll

need to unlock your iPhone to see L1, Stocks
the rest. T “What is Apple’s share price?”

Clock

"Wake me up tomorrow at 7 am”

Call History

G John Smith L_!J

home
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Siri security

Siri will refuse to respond to certain sensitive commands, but having Siri accessible when the
device is locked represents a major risk.

11:32 @ 84% W) ¢ 11:31 @ 84% NN

"Show me photo from 2014"

, “Show my recent email”
tap to edit

tap to edit

You'll need to unlock your iPhone )
first. You'll need to unlock your iPhone

first.
®eCOOEE 7 11:34 @ 83% )

"What is my passcode”
tap to edit

Oh, | couldn’t possibly tell you
that.

@ 84% Wl

"Unlock my phone”
tap to edit

| can’t unlock your iPhone for you,
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My home; iOS 10

We do not recommend setting up the My Home
app, which is new in iOS 10.

@ 64% W)+

> 4

)

My Home:

SeOCEE = 08:15 @ 63% Lt Start building your corinected home by
adding lights, locks, thermostats.and other
HomeKit-enabled accessories.

Welcome
Home

Control Your Home
Securely control and monitor
your home using the Home
app, Control Centre, Siri and
Apple Watch.

Set It and Forget It

Automate common behaviours,
settings and scenes so
everything is ready and waiting
for you.

Share Access

Allow friends, family and
people you trust to access
your home, whenever and
however you want.
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Secure smart Phone

Windows devices U

Settings - Privacy

all Z % m 22:05

SETTINGS
Access and set each

option as shown in
the following pages

privacy

location

turned off

find my phone

ring, lock, erase or find your phone

advertising 1D

turned off

feedback

enabled

app permissions

control what your apps do on your phone

update+backup
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Location services

all Z 7 == 22:05

SETTINGS

Location services Turn Location
Services OFF unless

Oﬁ I: required

Applications can't access your current location.

Privacy Statement
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Location settings

Al 2 B2 m 19:02

SETTINGS

location

e L T LR TS AT S ST S

access it.

Turn request

Your location info is available to your mobile indicator ON
operator.

Privacy Statement

Location request indicator

You'll see this icon whenever an app requests
your location. Geofence monitoring will not
make the icon show up.

Show icon

Geofence monitoring

A geofence is the boundary around a place of

interest to you. Location services can monitor

geofences to tell your apps when you're

entering or leaving them. Turn Geofence

Current status: not tracking geofences monitoring OFF
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Find my phone

o =

frnd my phone

You can ring, lock, erase, locate or send apps
to your phone from WindowsPhone.com.

|:| Save my phone's location periodically and
before the battery runs out to make it
easier to find

) Set the saving of
Privacy Statement phone location OFF
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Advertising ID

all Z % mh 22:05

SETTINGS

advertising id

Advertising ID

Off 1

Resetting your advertising ID makes it harder
for apps to connect your past activities with Set Advertising ID to
your future ones. OFF

Privacy Statement
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Feedback

all Z % @) 09:52

SETTINGS

feedback

Send phone usage feedback to help improve
Microsoft and partner products and services.

Send feedback

Off 1

Set Feedback to OFF

Privacy Statement
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App permissions

| =]
SETTINGS

app permissions

You can control what permissions apps have
access to on your phone.

Calendar
Camera
Contacts

Messaging

Microphone

Manage App
permissions as
shown in the
following pages
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Backup

all Z % == 22:06

SETTINGS

backup

Backups help you guard against mishaps by
saving important information to the cloud.

What gets backed up?
Carefully consider
what, if anything,

apps+settings you want to backup
backup off to the Cloud

text messages
backup off

photos+videos

auto upload off
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secure Apps

WITH MILLIONS OF APPS NOW AVALILABLE IN VARIOUS APPS
STORES, THERE IS NO LONGER SUCH A THING AS A STANDARD
DEVICE CONFIGURATION, CONFIGURING YOUR CHOSEN APPS
SECURELY IS AS IMPORTANT AS CONFIGURING YOUR DEVICE OR
BROWSER.

Most Apps collect data on your likes,
friends, followers, posts, locations and
key words. This data may be saved on
your devices, uploaded to the App’s
site and then sold on to third parties,
often for marketing purposes.

Locking down your Apps in order to
minimise the amount of data you
share is a critical online security
activity.
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Secure KIK kik-
Android

Home options

Click here to enter
Settings.
Click here (+) to find new
contacts, start a group
\0"0 vodafone IT ¥ 15:22 @ 23% 0 chat, scan a Kik code, or
discover Bots.
& kik- +
b Y ind le b
ou can find people
.klk- Kik Team o \ UsernarrJ:e Pﬁonz Co:tacts
o » Welcome to Kik, the super fast smartp... or Kik Cod’e.
{ N ] Looking for friends? .
-] \ Use your phone contacts \
eee00 yodafone IT & 15:56 @ 22% 0 )

You can add friends from
the address book, Find People
' | however, there is no
need to give away your
phone number. The
application uses unique
nicknames to connect Scan a Kik Code
with others.

Start a Group

Discover Bots

000 -
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1 Don’t give away your real name, mobile number, or your
official email address.

2 A unique username is enough for quick identification.

seeeo yodafone IT F 15:22 @ 23%0

<

3

Click here to access
Your ‘Web History’

EM

~~ Your Account

@ Your Kik Code
Your Web History
() Notifications

() Chat Settings
- ‘ 4 The list of webpages will
(0 | Privacy appear here. You can
either delete them or

7 Help & About Us .
quickly access them.

sese0 yodafone IT/F 15:23 @ 23% 0 )

Web History

Click here to access

‘Privacy’ Settings. home.kik.com X

000
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Security: Chat Settings

eeeec yodafone IT & 15:22 ® 23% 0> @ Click here to access
< s Share Your ‘Chat Settings

[a)

Set Photo

EM
emememememme @
Click on ‘Auto
Download Videos’
£ Your Account >
&) Your Kik Code >
@ Your Web History : ecocoyvodafone UK 4G 12:37 @ 25% W0 )
{0 Notifications > < Chat Settings
() | chat Settings > Enter Key Send L
ﬁ] Privacy > Chat Bubble Color >
"7 Help & About Us > I Auto Download Videos >
Fullscreen Video Chat \_
While video chatting, you'll be automatically switched to
fullscreen when 2 or more people are live.

#0000 yodafone UK 4G 12:37 @ 25% 0 )
< Auto Download Videos
: Never @
Don’t allow your
application to auto Wi-Fi Only
download videos.
Wi-Fi and Cellular
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Privacy: Manage your privacy

Deselect the option to

use Phone Contacts.

Switch off ‘Let
Friends Find Me’.

View the list of
Blocked People
here...

v B OO0 @ @ Do

emememememme

Your Account

} Your Kik Cade

Your Web History

Notifications

i ChatSettings

Privacy

Help & About Us

| Setphote )
N
EM

eeccovodafone UK 4G 12:36 @ 25% 0 )
& Privacy
Block List >
List of people you've blocked
se Phon ntacts
Use Phone Contac \_

Upload your information and phone contacts to find friends
on Kik

Let Friends Find Me \__

People with my phone or email may be able to find me

@

Go back to
‘Your Kik Code’.

ssascyodafone [T =

Kik Codes allow you to
connect with others. By
scanning the code you can
easily join a group or open
a friend’s message
window.

KIK Codes can be shared on social media to make
connecting even easier and faster, but be wary of
malicious content.

Scan the Kik Code to start chatting!

© @©
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SEcure dignal

Privacy & settings

Click here to write a new

message
N

u Click here to enter Settings

——

ee000 yodafone UK 4G 12:38 @ 24% 0 )

Q Inbox D/‘

Done. Done. Done.
Tip: add a conversation as a reminder!

\

Your messages will appear
here




Main Menu | Social Media | Browsers

Smartphones | Apps | Authentication & Security

Settings: Access & edit

@ 24%0 )

K

12:38

ee000 vodafone UK 4G

o

Click Settings...

Done. Done. Done.

Don’t give away your
real name, profile
picture, or official
email address.

Click here to access
‘Privacy’ settings.

You can review any
device links to this
account here.

Click here to delete
your account.

Tip: add a conversation as a reminder!

vodafone UK 4G 12:38

X

Settings

Enter your name

‘@

Network Status Connected

Invite Your Friends

@ 24% 0 )

I Privacy

Notifications

Linked Devices

Advanced

About

[~
Delete Account
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Privacy: settings

ol vodafone UK 4G 07:41 @ 24% @ )

{ Settings Privacy @

Blocked Click here to add blocked
— users.

READ RECEIPTS

Read Receipts o

See and share when messages have been read. This setting
is optional and applies to all conversations.

@

Screen Lock 0 Enable the lock screen
~

option.

SCREEN LOCK

Unlock Signal's screen using Touch ID, Face ID, or your iOS
device passcode. You can still answer incoming calls and
receive message notifications while Screen Lock is enabled.
Signal's notification settings allow you to customize the
information that is displayed.

Screen Lock Timeout m @

SCREEN SECURITY

Enable Screen Security () . Switch on Screen Security.

Prevent Signal previews from appearing in the app switcher.

CALLING @

Always Relay Calls o \ Click here to avoid

revealing IP address to

Relay all calls through the Signal server to avoid revealing
your IP address to your contact. Enabling will reduce call your contacts.
quality.
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Privacy: Clear Conversation History

CLEAR COMNVERSATION HISTORY

Clear Conversation History

Go back to your settings and choose
the Clear History Logs tab.

o'l vodafone UK & @ 100% (==

Are you sure you want to
delete all your history
(messages, attachments, call
history ...) ? This action
cannot be reverted.

Delete Everything

Cancel

Here you can delete all your
history, such as messages,
attachments, or call history.
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Main Menu | Social Media

Privacy: Registration Lock

12:16 @ 100% ) HE«QiS[F‘-‘![iﬂI‘I Lock

'l vodafone UK =

< Privacy Registration Lock

For increased security, enable a Registration Lock
PIN that will be required in order to register this
phone number with Signal again.

Enable
wil vodafone UK = 12:16 @ 100% (=)
¢ Back Registration Lock Next

Whenever you change the device,
you can log in with the same Enter a -Registration Logk PIN. You \_NiII be a;ked to

. i enter this PIN the next time you register this phone
Signal details. Set up an extra number with Signal.
security by adding the
registration lock. 0000

Choose your unique lock PIN. You
will be asked to enter this PIN during

your next registration.

1 2 3
4 5 6
7 8 9
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secure boogle Allo

@000 EE & 17:39 @ 29% W
= Allo
Click here to access @, Google Assistant 16:12
the main settings.

® | may use your device location to answer your g...

(You can use the App
on your desktop as
well.)

Profile

Allo for web

QR scanner

Then click here...
Settings

Help & feedback

Invite friends
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General Settings

eescoyodafone UK 4G 12:27 @ 29% 0

<  General Settings

Your phone number

Monochrome
Replace your existing theme for clearer text visibility in \_/.
chats

Notifications
Manage notification settings

Save incoming media
Automatically save images and video you receiveto I
your camera roll.

Always download media
Automatically download photos & videos \-’

Incognito chat
Get alerts when conversation codes change

J»
Shake to send feedback J»

In-app sounds

Blocked contacts

N

Note that there is no
need to create or
sign in with a
Google account.

Choose whether to
save or download
incoming media.

Backup
Last backup: Mone

Device setlings
Location, Contacls and more

Google apps

Google account
None

Linregister phone number

About, terms, and privacy
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Device Settings

sescoyodafone UK 4G 12:27 @ 29% W1

<  General Settings

Incognito chat J
Get alerts when conversation codes change

Shake to send feedback

v

o

Click on Device

In-app sounds

Settings

Blocked contacts

Backup
Last backup: None

Device settings
Location, Contacts and more

Google apps

Google account
None

B Allo secco 7 17:33 @ 30% 0

£ Settings

Unregister phone number

About, terms, and privacy

ALLOW ALLO TO ACCESS

Location Never >

@

Contacts

Camera

Decide which settings
Google Allo has access
to. Switching off
location settings is
recommended.

Notifications
Badges, Sounds, Banners

EesE
oflele

Background App Refresh
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Manage Google Apps

eees0 yodafone UK 4G 12:27 @ 29% W
{  General Settings
Incognito chat
_»

Get alerts when conversation codes change

Shake to send feedback

In-app sounds

Blocked contacts

Backup
Last backup: None

Device settings
Location, Contacts and more

v

Google apps

Google account
None

Unregister phone number

About, terms, and privacy

Decide which google
apps need access to
Allo.

o

Click on Google
Apps

{  Google app settings
OPEN BROWSER IN

Chrome

o Safari v

Ask me which app to use every time

CREATE NEW MAIL IN

M Gmail v
“ Inbox by Gmail

x Mail

Ask me which app to use every time




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

Deleting the Allo account

eee0 vodafone UK 4G 12:27 @ 29%m

Click on ‘Unregister
phone number’...

€  General Settings

Incognito chat

Get alerts when conversation codes change )
Shake to send feedback B
In-app sounds N

Blocked contacts

Backup
Last backup: None

Device settings

Location, Contacts and more
Unregister your number?

« You'll be removed from any groups
« Allo chats will be permanently
deleted from your devices

« Your chats with the Google assistant
will be deleted

Google apps

Google account
None

Unregister phone number

Learn more
About, terms, and privacy

Unregister

Keep

\ g

You can unregister

your phone number
from the app and
close the account.
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Secure anapchat ijg

Click here to enter Setting
options

Add friends by using
Snapcode

Check who has recently
added you as a friend

Score: 4
Add friends by username,

from your address book,

@ Added me by Snapcode or by ‘nearby
users’.

-+ .
g Add Friends

Click here to check your
friend list

E] My Friends
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1 Don’t give away your real name, mobile number, D.O.B or
your official email address.

2 Avoid creating a Snapcash account

Hide the access to your profile by selecting ‘My friends’ in the
3 WHO CAN... Contact me & View My Story sections.

eeecoyodafone UK 4G 12:27 @ 28% WM #eec0 vodafone UK 4G 12:29 @ 28%MN
< Settings < Settings
Name 1> Memories
Username Spectacles
Birthday Shazam
. ADDITIONAL SERVICES
Mobile Number 1>
Manage
Email
WHO CAN ...
Bitmoji
Contact Me
Snapcodes

Send Me Notifications
On-Demand Geofilters
View My Story
Password
See My Location

Login Verification
See me in Quick Add

Snapcash
MORE INFORMATION
Memories
Support
Spectacles
P Privacy Policy
Shazam

Terms of Service

ADDITIONAL SERVICES
Oitharlanal
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1 Click the manage option
in the Additional
services section.

2 Switch off your
location services

< Manage

Filters

Location Services for Snapchat is turned off.
Turn it on in iOS settings to enable all filters.

Edit permissions

for Snapchat Travel Mode
3 .
View the Snapchat ond B
Emojis used in the Friend Emojis
profile.
Permissions 1>
< Permissions
Apply your settings as shown in the image.
Switch off location, microphone and access to Location o
your contact list.
Camera
By clicking “Edit Permissions” you will go to Microphone off
your phone settings.
Notifications Off
Photos
Contacts Off
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ACCOUNT ACTIONS
Clear browser data
Clear Conversations
Restore purchases
Blocked

Log Out

Go back to your
settings and
choose the
Account Actions
tab.

Here you can clear your browser data and conversations,
block selected people, or log out from the account.

ACCOUNT ACTIONS

Clear browser data

@ Click on clear your

browser data tab
and you will see
this pop up
window.

Are you sure you want to
clear browser data?

Clear

CANCEL

@ Choose the Clear option to delete your
browser data from the app.




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

1 There are three ways to access Snap Map:

1) &) Un-pinch your fingers as if you were zooming out from the Camera,
Friends or Discover screen.

2) Tap the Q button at the top of the Camera, Friends or Discover screen,
then tap the Map!

3) Tap a Map Story on the Discover screen.

See the World

See Snaps of events, breaking news and
more from around the world.

Welcome to Snap Map!

Location access is required to use the Map.

Allow

EXIT MAP
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Find Your Friends

If you choose to share your location, it will
only update while Snapchat is open.

Who can see my location on the Map?

Only Me (Ghost Mode)

Your location won'’t be
visible to anyone else on
the map when you’re in
Ghost Mode. To ensure
that the right mode is
chosen, check your
bitmoji - it will hold up a
blue sign with a

(ghost) icon.

/[l 'HENDON

Tap to update location settings |

TEMPLE
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\ CROUCH
END
! - %
v A "UPPER
. s HOLLOWAY
s
‘ Holloway

WILLESDEN o
urn

Camden Town

~

n) ’\/
i ¥ &
e < v
) \\ \
PADDINGTON City of
Stormzy ) | T =]
® - @y
— =
Kensington

Westmi nstgr

d

> ¢’
BARNE\S ]

~ Putney Clapham
A ‘ . Brixton
EHAMPTON \
=" SOUTHFIELDS
-

§ C4 th




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

secure Telegram

Privacy & settings

eeeCO yodafone IT = 10:16 @ 43% W)
Edit Chats Kt
\
Click here to write a new
message
You have no conversations yet
Start messaging by pressing the pencil
button in the top right corner or go to the
Contacts section.
Click here to enter Settings
® o\ B—
Contacts Chats Settings
Click here to check your Your messages will appear

contact list here
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Chat options: New Secret Chat

eeeco vodafone IT = 10:16 @ 43% W ) @
Edit Chats 4 .
~ Click New Message...
You have no conversations yet
Start messaging by pressing the pencil
button in the top right corner or go to the
Contacts section. wil vodafone UK 4G 10:43 @ 63% @m)
0 o) 53 £ Chats New Message
Contacts Chats Settings

Q_ Search for contacts or usernames

SR New Group
@ N

Click on New Secret
Chat to open the new
tab.

@ New Secret Chat

Q’ New Channel

o'/ vodafone UK 4G 10:43 @ 63% @ )

@ { Chats & Mark |

last seen recently

Secret Chat You have invited Mark

leaves no trace to join a secret chat.
on the server,

sets up a self- .
destruct timer, @& Use end-to-end encryption

does not allow @ Leave no trace on our servers
forwarding, and

uses end-to-end :
encryption. @& Do not allow forwarding

Secret chats:

& Have a self-destruct timer

Waiting for Mark to get online...
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Settings: Access & edit

eee00 vodafone IT = 10:16 @ 43% W) @
Edit Chats “ . .
Click Settings...
You have no conversations yet
Start messaging by pressing the pencil
button in the top right corner or go to the
Contacts section.
/ wil vodafone UK & 12:34 @ 100% =)
®) . :
2, 2z Settings Edit
EM
Don’t give away your
real name, profile Set Profile Photo
picture, or official
email address. Set Username

Saved Messages

Recent Calls

. Stickers (16 )

QGO

Q

Notifications and Sounds

Privacy and Security I

Data and Storage

@ Click here to access

‘Privacy and
Security’ settings.

Appearance

Language English

0 ®) 5

Contacts Chats Settings
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Click here to enter ‘Passcode
& Touch ID ’ settings.

SECURITY
@ >
Choose Two- Step Verification \ Passcode & Touch ID
5 SR R (IS | Two-Step Verification >
1 Active Sessions >

@ Click here to check your
Active Sessions’ and end any

open ones.

Security: Active Sessions

ssss0yodafone IT = 10:17 @ 42% W)

< Back Active Sessions

SECURITY
CURRENT SESSION Passcode & Touch ID >
Telegram i0S 3.15 online L
iPhone 6 Plus, i0S 10.1.1 Two-Step Verification >
151.16.190.13 — IT

Active Sessions >

[

No other sessions

You can log in to Telegram from other
mobile, tablet and desktop devices,
using the same phone number. All your
data will be instantly synchronized.

Active sessions will appear here.
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eeec0 yodafone IT = 10:16 @ 43% W ) E—
Passcode & Touch ID
< BaCk paSSCOde LOCk Two-Step Verification
Active Sessions
Turn Passcode On @
N

When you set up an additional passcode, a lock icon will Click here to Turn your

appear on the chats page. Tap it to lock and unlock the Passcode ON
app.
Note: if you forget the passcode, you'll need to delete and @

Choose a secure
passcode.

@ eeeec yodafone IT & 10:17 @ 43% M ) vodafone IT & @ 43%m )
< Back Passcode Lock

reinstall the app. All secret chats will be lost.

Turn Passcode Off

Enter a passcode

Change Passcode

When you set up an additional passcode, a lock icon will
appear on the chats page. Tap it to lock and unlock the
app.

Note: if you forget the passcode, you'll need to delete and
reinstall the app. All secret chats will be lost.

Auto-Lock If away for 1 min

Unlock with Touch ID

Simple Passcode

A simple passcode is a 4 digit number.

Set Auto- Lock if away for 1

minute. Cancel Delete
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sl vodafone UK = 13:53
< Back Privacy and Security
PAYMENTS

Clear payment & shipping info

Telegram never stores your credit card data.

CONTACTS

Delete Synced Contacts

Sync Contacts

your account.

Suggest Frequent Contacts

search section for quick access.

You can delete your shipping info and instruct all payme
providers to remove your saved credit cards. Note th

Turn on to continuously sync contacts from this dg¢vice with

@ 53% W )
@ Click here to ‘Delete

Synced Contacts’

@

Confirm to delete. You can

Display people you message frequently at th¢ top of the add yourfriend manua//y_

SECRET CHATS J

Link Previews

Link previews will be generated on Telefran
do not store data about the links you sgnd.

@ Do not sync

contacts
automatically.

Delete Synced Contacts

This will remove your contacts from
the Telegram servers.
If 'Sync Contacts' is enabled,
contacts will be re-synced.

Cancel Delete
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eee00 yodafone IT F 10:16 @ 43% W

( Back Privacy and Security

DELETE MY ACCOUNT

If Away For 6 months

If you do not log in at least once within this period, your Go back to your

account will be deleted along with all groups, messages settings and

and contacts. choose the Delete
my account tab.

Here you can choose the time after which the account will
be deleted. 1, 3, 6 month or 1 year options are available.

PAYMENTS
Clear payment & shipping info
You can delete your shipping info anyl instruct all payment

providers to remove your saved credi cards. Note that
Telegram never stores your credit card data.

@

@

\

Go back to ‘Settings’,
and click on ‘Clear
Payment & shipping
info’

v Payment Info

v Shipping Info

Clear

Delete the payment and
shipping data from the app.

Cancel
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NECUrE

WhatsApp

Privacy & settings

Click here to write a new

Your messages will appear here
message

o/ vodafone UK = 11:01 @ 59% @ )

Chats 4/

O NS B @ &

Status \ Calls Camera Chats Settings \

Your contacts’ story will

appear here. They Click here to enter Settings
disappear after 24 hours.
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Settings: Access & edit

o vodafone UK & 11:01 @ 5ov m .
Chats ) ) i
‘ Click Settings...

@ 59% )

u!l vodafone UK =

Settings

Don’t give away your
real name, profile
picture, or official
email address.

Starred Messages

WhatsApp Web/Desktop
Account
. Click on ‘Account’
to access Privacy Chats

and security
settings.

Notifications

e 06

Data and Storage Usage

Help

Tell a Friend

o & & Q@ @

Status Calls Camera Chats Settings
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Account: Privacy

Here you can choose the
contacts you would like to
block,

/
u

You can choose whether your
contacts will see if their sent
message was read or not.
However, this works both
ways.

|

ull vodafone UK = 11:01 @ 59% = ) .
< settings Account Click in Settings on
Privacy ‘Account’ to access
‘Privacy’ settings.
Security
Two-Step Verification
Change Number
Delete My Account wil vodafone UK = 11:01 @ 59% W )
= Account Privacy
O & @@ O @ <
Status Calls Camera Chats Settings
Last Seen Nobody
To prevent others seeing your /
last log-in time, set up the Profile Photo My Contacts
option ‘Nobody'.
About My Contacts
Status My Contacts
. Choose ‘My contacts’ as the
only people who can see your
profile photo, bio, and status. Live Location None

List of chats where you are sharing your live location.

Blocked 7 contacts

List of contacts you have blocked.

Read Receipts O

If you turn off read receipts, you won't be able to see read
receipts from other people. Read receipts are always sent for
group chats.

o & ©® O @

Status Calls Camera Chats Settings
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Account: Security

Two-Step Verification
Change Number

Delete My Account

o %

Status Calls

©

Camera

)

Chats

ull vodafone UK = 11:01 @ 59% = )
£ Settings Account

Privacy

Security -~

@

Settings

Click on Settings ‘Account’
to access ‘Security’
settings.

With the latest WhatsApp update all messages are secured with end-to-end encryption.

You request a notification
each time a contact’s security
code changes.

u!l vodafone UK =

11:01

< Account Security

M

v

Your messages and calls are secured with end-to-end
encryption, which means WhatsApp and third parties
can't read or listen to them. Learn more about
WhatsApp security.

/ Show Security Notifications

Turn on this setting to receive notifications when a contact's
security code has changed. Your messages and calls are
encrypted regardless of this setting.

C O O @

Calls Chats Settings

—
Q
Status Camera

@ 59% @ )




Main Menu | Social Media | Browsers | Smartphones | Apps | Authentication & Security

Account: Two-step verification

ull vodafone UK = 11:01 @& 59% = ) .
< settings Account Click in Settings ‘Account’
£
Privacy to a.C.CESS. Two-st‘ep
verification’ settings.
Security
Two-Step Verification “
Change Number
Delete My Account
O & @@ O @
Status Calls Camera Chats Settings
a'l vodafone UK = 11:02 @ 59% [ )
{ Account  Two-Step Verification
For added security, enable two-step verification,

You can set up two-step which will require a PIN when registering your phone

verification to access your number with WhatsApp again.

WhatsApp account.

N Enable
O & © Q@ @
Status Calls Camera Chats Settings

You will be asked to choose a six-digit PIN which you will be asked for when you
register your phone number with WhatsApp..
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Deleting the account & Clear History

ull vodafone UK = 11:01 @ 59% =
£ Settings Account

Privacy

Security

Two-Step Verification

Change Number

/]

Delete My Account

@

Settings

Statu! Ca

Click Settings ‘Account’ to
access ‘Delete My

Account’,

Deleting your account will delete all
your details, information, chats,
contacts, photos, etc.

!l vodafone UK = 11:02 @ 59% @)

{ Settings Chats
Chat Wallpaper

Save to Camera Roll

Automatically save photos and videos you receive to your
iPhone’s Camera Roll.

Chat Backup

Clear All Chats /

Delete All Chats

O s ©® @ @

Status Calls Camera Chats Settings

vodafone UK = 11:02 @ 59% )

Cancel Delete My Account

AN

Deleting your account will:

= Delete your account info and profile photo

» Delete you from all WhatsApp groups

« Delete your message history on this phone and your

iCloud backup

ENTER YOUR PHONE NUMBER:

United Kingdom

+44

Delete My Account

Go back

the Chats tab.

to your settings and choose

Unarchive All Chats /

Here you can delete all your
history, such as messages,
attachments, or call history.
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Disclaimer

Social Media, Browser, App and device security settings change constantly. Check your settings and options
reqularly to ensure that you are using the highest levels of security.

Neither the NPCC. nor TRMG, accept responsibility for any loss or breach arising from the use of this document. The
document represents best efforts to encapsulate the common body of knowledge existing at the time of writing and
is a guide to the security features available to users of online services and smartphones. This is not an operational
guide and the reader is advised to consult his or her respective organisation for operational guidance on security
and best practice.

Issued by the National Policing DCG Futures Group
DCGFutures@met.police.uk
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